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Abstract
LEARNING FOR CROSS-LAYER RESOURCE ALLOCATION IN
THE FRAMEWORK OF COGNITIVE WIRELESS NETWORKS

Author: Wenbo Wang
Supervisor: Andres Kwasinski, Ph.D.
Degree: Doctor of Philosophy
Golisano College of Computing and Information Sciences, 2016

The framework of cognitive wireless networks is expected to endow wireless
devices with a cognition-intelligence ability with which they can efficiently
learn and respond to the dynamic wireless environment. In this dissertation,
we focus on the problem of developing cognitive network control mechanisms
without knowing in advance an accurate network model. We study a series of
cross-layer resource allocation problems in cognitive wireless networks. Based
on model-free learning, optimization and game theory, we propose a framework
of self-organized, adaptive strategy learning for wireless devices to (implicitly)
build the understanding of the network dynamics through trial-and-error.
The work of this dissertation is divided into three parts. In the first
part, we investigate a distributed, single-agent decision-making problem for
real-time video streaming over a time-varying wireless channel between a single pair of transmitter and receiver. By modeling the joint source-channel
resource allocation process for video streaming as a constrained Markov decision process, we propose a reinforcement learning scheme to search for the
optimal transmission policy without the need to know in advance the details
of network dynamics.
iv

In the second part of this work, we extend our study from the single-agent
to a multi-agent decision-making scenario, and study the energy-efficient power
allocation problems in a two-tier, underlay heterogeneous network and in a
self-sustainable green network. For the heterogeneous network, we propose
a stochastic learning algorithm based on repeated games to allow individual
macro- or femto-users to find a Stackelberg equilibrium without flooding the
network with local action information. For the self-sustainable green network,
we propose a combinatorial auction mechanism that allows mobile stations to
adaptively choose the optimal base station and sub-carrier group for transmission only from local payoff and transmission strategy information.
In the third part of this work, we study a cross-layer routing problem in
an interweaved Cognitive Radio Network (CRN), where an accurate network
model is not available and the secondary users that are distributed within the
CRN only have access to local action/utility information. In order to develop
a spectrum-aware routing mechanism that is robust against potential insider
attackers, we model the uncoordinated interaction between CRN nodes in the
dynamic wireless environment as a stochastic game. Through decomposition
of the stochastic routing game, we propose two stochastic learning algorithm
based on a group of repeated stage games for the secondary users to learn the
best-response strategies without the need of information flooding.

v
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Chapter 1
Introduction and Background
1.1

Cognitive Radio Networks

The original concept of Cognitive Radio (CR) was first proposed a little over
one decade ago [1]. In a broad sense, CR is defined as a prototypical softwaredefined radio that adopts a radio-knowledge-representation language to autonomously learn the dynamics of wireless environments and adapt to changes
of application/protocol requirements. In recent years, Cognitive Radio Networks (CRNs) have been widely recognized from a high-level perspective as
an intelligent wireless communication system. A device in a CRN is expected
to be aware of its surrounding environment and uses the methodology of
understanding-by-building to reconfigure the operational parameters in realtime to achieve optimal network performance [2,3]. In the framework of CRNs,
the following abilities are typically emphasized:
• radio-environment awareness by sensing (cognition) in a time-varying
radio environment;
• autonomous, adaptive reconfigurability by learning (intelligence);
1

• cost-efficient and scalable network configuration.
Many recent studies on CR technologies focus on radio-environment awareness in order to enhance spectrum efficiency. This leads to the concept of
Dynamic Spectrum Access (DSA) networks [4], which are featured by a novel
PHY-MAC architecture (namely, primary users and secondary users) for opportunistic spectrum access based on the detection of spectrum holes [5]. It
is worth noting that by emphasizing the network architecture of spectrum
sharing between the licensed/primary networks and the unlicensed/secondary
networks [4], “DSA networks” is frequently considered a terminology that is
interchangeable with “CR networks” [3]. The rationale behind such a consideration is that a secondary network relies on spectrum cognition modules to
make proper decisions for seamless spectrum access without interfering the primary transmissions. For this category of works in the literature, “learning” is
a set of techniques for feature classification of primary signal identification [6].
For an overview of the relevant techniques, the readers may refer to recent
survey works in [7–9].
In order to achieve autonomous and cost-effective network configuration,
the functionality of self-organized, adaptive reconfigurability also become fundamental for CRNs, since this functionality shapes the network control and
transmission strategy acquisition mechanisms. By emphasizing on such an
objective, the network management mechanism is required to dynamically
characterize the situation of the decision-making entities in the network and
accordingly infer the proper transmission strategies. As the network management mechanisms in conventional wireless networks are acquiring more
and more levels of such a cognition-intelligence ability, the border between a
pure CRN, namely, a CRN in the sense of DSA networks, and a conventional
2
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Figure 1.1: Relationship between cognition and intelligence in a cognitive
wireless network.
wireless network is gradually diminishing [10, 11]. Recently, the emerging network technologies, e.g., CRNs and self-organized networks [12, 13], emphasize autonomous, adaptive reconfigurability. For these networks, the concept
of “intelligent network management” based on “cognition” can be re-defined
as providing the functionalities of autonomous transmission policy adaptation
according to the radio-environment awareness capability of the CR devices in
numerous dimensions across the networking protocol stacks [11]. Figure 1.1
provides an overview of the perceivable network states for cognition and the
cross-layer network functionalities for configuration in cognitive wireless networks.

3

Designing an efficient and robust cross-layer resource allocation scheme for
cognitive wireless networks has been considered a challenging task due to the
difficulties in modeling the complex network dynamics, especially when coupling arises across different protocol layers and local strategies of distributed
wireless devices affect the performance of the other devices. Meanwhile, in
many practical scenarios, a wireless device or decision-making entity may only
be able to obtain incomplete/inaccurate information about the network dynamics and has to develop the transmission or network configuration strategies
based on such information. This creates a typical black-box network control
scenario for which an accurate model of the network dynamics is not available in advance and thus the conventional model-based resource allocation
mechanisms is not applicable. As a result, a good CR-based framework for
autonomous network configuration in time-varying environments needs to address the following questions:
1) How to properly configure the transmission parameters with a limited
network modeling or environment observation ability?
2) How to coordinate with limited information exchange resources the distributed transmitting entities, e.g., end users and base stations?
3) How to guarantee the network convergence under the condition of interest conflicts among transmitting entities?
The need to address question 1) lies in the fact that in practical scenarios,
the environment perception abilities may be limited on different levels and/or
for different devices. Therefore, the solution to the problems raised by question 1) requires that a decision-making mechanism should be able to learn

4

the transmission policies without explicitly knowing beforehand the accurate
mathematical model of the networks. Meanwhile, questions 2) and 3) are
raised by the basic requirement of a self-organized, distributed control system.
Only by addressing questions 2) and 3) can the network configuration process be efficient in both information acquisition and policy computation. In
summary, the key to answering questions 1), 2) and 3) lies in the prospect of
enabling the devices in CRNs to distributively achieve their stable operation
point under the condition of information incompleteness and/or locality.

1.2

Strategy Learning for Cross-layer
Network Resource Allocation

We consider a broad spectrum of network “resources”, which not only includes
physical resources (e.g, bandwidth, power and transmission opportunities),
but also includes the set of available functionalities that a radio can be set
to. Considering that modern network architectures are based on layering of
the protocol stacks [14], typical cross-layer resource management problems in
a CRN can be found in the scenarios of:
1) joint bandwidth and power allocation in the PHY-MAC layer, with constraints on allowable interference level to other simultaneous transmissions or licensed users;
2) joint source-channel coding control across the Link and Application layers with respect to specific end-to-end Quality-of-Service (QoS) objectives/constraints;

5

3) spectrum-aware relay selection across the MAC and Network layers in
an environment of non-static channels.

1.2.1

Joint source-channel coding control

In practical scenarios, the challenge of designing an optimal joint sourcechannel coding mechanism lies in the difficulty to construct an accurate end-toend QoS evaluation model, especially when the radio environment is dynamic
and the transmission process involves complex source coding mechanisms such
as real-time video coding. In chapter 2, we study the problem of dynamic, realtime video transmission control over the time-varying wireless channel. The
problem of adaptive joint source-channel coding control is studied on the basis of scalable video coding schemes (i.e., MPEG-4 Scalable Video Coding).
In order to achieve adaptive error protection allocation for the transmitted
video frames, we adopt the video-layer-based Hybrid Automatic Repeat reQuest (HARQ) scheme. Due to the difficulty in obtaining an accurate end-toend rate-distortion model, we formulate the problem of joint source-channel
resource allocation over the time-varying wireless channel as a constrained
average-cost Markov Decision Process (MDP). Without knowing the channel
evolution model in advance, the goal of the proposed video streaming MDP
is to minimize the average end-to-end frame for each video layer. In order to
address the issue of the unknown channel dynamics and inaccurate distortion
model, we propose a reinforcement-learning-based, on-line learning mechanism
for a single pair of nodes to learn its optimal transmission policy.

6

1.2.2

Joint bandwidth and power allocation

For CRNs, joint bandwidth and power allocation is the key approach to the
solution of interference mitigation and network capacity optimization. Especially, in a network of multiple hierarchies (e.g., DSA networks and heterogeneous networks), it is expected that the lower tier networks, e.g., secondary
networks in DSA or femtocells in heterogeneous networks (HETNET), guarantee the QoS of the higher tier network (e.g., primary network in DSA or
macrocell in HetNet) with little modification to the transmission protocols
in the higher-tier network. For CRNs, information exchange in intra- and
inter-tiers is usually limited or achieved at the cost of high signaling overhead, while strategy-coupling in the process of link utility optimization still
requires action coordination. Therefore, the major challenge for designing an
efficient joint bandwidth and power allocation mechanism lies in the distributive property of the networks. Due to the limit on information exchange and
the conflict between the requirement for network autonomy and optimality,
the conventional model-based formulation (e.g., optimization-decompositionbased formulation [14]) may lack the strength of addressing such problems.
In Chapter 3, we propose a self-organized stochastic learning mechanism in
the framework of Stackelberg game to tackle the problem of uncoordinated
energy-efficient power allocation without the requirement of excessive signaling overhead. By studying the properties of formulated hierarchical game, the
convergence property of the proposed learning schemes is provided.
In Chapter 4, we further study the joint channel-power allocation problem
in a self-sustainable cellular network powered by a renewable-energy microgrid.
In order to address the problem of the renewable energy variability as well as
the limited capability of information exchange for coordination, we propose
7

a joint energy-traffic management mechanism based on auction mechanism
design. Again, the interaction between the cellular network and a microgrid
power controller is modeled as a two-level Stackelberg game. On the network
level, an iterative combinatorial auction mechanism is proposed for the mobile stations to learn the joint power-subcarrier strategy without the need of
flooding the local utility information in the network. On the microgrid level,
an adaptive pricing mechanism is adopted for the power controller to balance
between the transmission demand and the energy supply.

1.2.3

Robust spectrum-aware relay selection

For DSA-based CRNs, one typical challenge for the MAC layer protocol is
the (opportunistic) allocation of spectrum holes over heterogeneous spectral
bands. Due to the lack of static channels, new coupling between the PHYMAC layer and upper layer protocols arises in DSA-based CRNs. In order to
address the impact from the PHY-MAC layer protocols, upper-layer protocols
such as the routing protocols in the Network layer now need to explicitly reflect the dynamics of the Primary User (PU) activities in the protocol design.
In Chapter 5, we study the problem of robust spectrum-aware routing in a
multi-hop, multi-channel CRN with the existence of malicious nodes in the
secondary network. For distributed spectrum-aware routing in CRNs, both
the problem of not knowing the dynamics of the PU channels and the problem of limited signaling coordination ability are expected to be addressed.
To tackle these two problems, we propose a stochastic-learning-based relayselection mechanism by jointly modeling the interaction among the SUs and
the channel evolution as a stochastic game. By studying the structure of the
proposed stochastic routing game, we propose a stochastic learning mechanism

8

to allow SUs in the CRN to learn their best-response relay-selection policies
without the need of flooding the information about the individual utilities and
behaviors among neighbor nodes. To strengthen the robustness of the proposed
learning-based routing mechanism, we propose an additional trustworthiness
evaluation mechanism for normal SUs to mitigate performance deterioration
caused by potential insider attackers.

9

Chapter 2
Learning for Scalable Video
Transmission with HARQ over
Dynamic Wireless Channels
Recent years have seen an explosive growth in mobile data consumption for
on-line video streaming. Consequently, the mobile network operators now face
an unprecedented pressure on providing satisfactory services for the end users
with limited bandwidth resources. Compared with standard data transmission
tasks, video streaming is featured by the interdependency of the packetized
data due to the incremental encoding scheme adopted by video codecs. Considering the bandwidth-intensive characteristics of multimedia applications, an
efficient resource management scheme for video streaming should be able to
provide the following functionalities:
(i) quality optimization of the delivered videos over dynamic, error-prone
wireless channels;
(ii) error-protection allocation for the interdependent data units (e.g., the
intra-coded and inter-coded frames);
10

(iii) real-time data delivery over the limited bandwidth.
In the past decade, numerous methodologies have been proposed for wireless
video transmission by exploiting the features of the different network protocol
stack layers. The proposed approaches range from data scheduling [15] with
cross-layer rate-protection control [16], to in-network catching that take advantage of the emerging architectures in wireless networks (e.g., by small cell base
stations) [17]. A more detailed review of the state-of-the-art approaches on
cross-layer resource management for video streaming can be found in [15,18,19]
and references therein.
In this chapter, we study the problem of real-time video transmission over
a time-varying wireless channel. For real-time video streaming tasks, we note
that the source codec choice determines the video data interdependency structure at the sub-frame level, and will consequently influence the error protection
performance during video transmission. Therefore, our research aims at providing a generalized framework for adaptive resource allocation schemes that
can be easily applied to any specific video codec. We consider the correlation/differentiation between the video data units, which is usually confined
in a single Group of Pictures (GoP) [16]. It has been widely recognized that
unequal error protection is especially efficient in combating channel-induced
distortion [18, 20]. However, most of the existing studies are either based on a
simplified assumption of static wireless channels or based on a specific video
data dependency structure. The reason for adopting these two assumptions
is partially due to the difficulty in describing with a uniform mathematical
model the end-to-end distortion after transmission over an error-prone channel [21]. Moreover, the uncertainty of the channel dynamics adds up to the
complexity to derive a real-time resource allocation scheme. In this chapter, in
11

order to overcome the aforementioned disadvantages, we propose an adaptive
video transmission mechanism using a layer-based HARQ scheme. Instead
of being limited by an inaccurate end-to-end distortion model, the proposed
transmission mechanism focuses on the capability of model-free learning for
resource allocation across the Link and Application layers. By formulating
the HARQ-assisted video transmission over the dynamic channel as a controlled Markov process, our proposed strategy-learning mechanism is also able
to address the transmission process uncertainty due to the unknown channel dynamics. The proposed algorithm resorts to the tool of reinforcement
learning (R-learning [22]) to derive the optimal transmission policy without
the need of knowing either the details of the distortion model or the channel
dynamics.

2.1

Mathematical Description of Scalable
Video Transmission Process

2.1.1

Rate-distortion model with scalable source
coding

Without loss of generality, we consider that the video is encoded with a
H.264/MPEG-4 AVC or SVC compatible codec [23]. According to the coding
standard, the encoded video content is packetized into a series of data units.
At the receiver, decoding one data unit requires the successful reception of the
other units. Generally, such data dependency can be expressed as a Directed
Acyclic Graph (DAG). Regardless of the difference in various coding modes,
the data dependency of an encoded video is usually determined by the decoding dependency due to either motion compensation (e.g., with H.264/AVC

12
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Figure 2.1: Dependency DAG of one GoP with both temporal and quality
scalability.
coding) or layer differentiation (e.g., with H.264/SVC coding). In Figure 2.1,
we present a DAG for H.264/SVC coding with both temporal and quality
scalability [23]. In Figure 2.1, the data segments Bi (0 ≤ i ≤ 4) form a series
of base layers that are compatible with a temporally scalable coding scheme.
Segments Ei (i = 1, 2) form two enhancement layers that are encoded with
quality-scalability coding based on inter layer prediction. In such a DAG, the
edges of the base-layer data represent the data dependency caused by intralayer motion prediction. The edges between the base and enhancement layers
represent the data dependency caused by inter-layer residual differentiation.
We note that other dependency structures (e.g., AVC only or spatial layers)
can be easily derived as a variation of the structure given in Figure 2.1. For
convenience of presentation, in this chapter the same DAG is considered a
generalized GoP structure, and is used as the basis of our proposed framework
of adaptive resource allocation schemes in the following discussion.
To assist in the analysis of our proposed adaptive transmission scheme,
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we consider an empirical rate-distortion model based on the DAG in Figure
2.1. We note that one data unit can only be decoded when all the data units
or segments with the higher decoding priority are successfully received. Based
on the coding dependencies given by Figure 2.1, we use the operators “” and
“” on the set of data types T = B ∪ E, where B = {B0 , B1 , B2 , B3 , B4 } and
E = {E1 , E2 }, to indicate the decoding priority of each data segment. From the
DAG, it is straightforward to see the relations Bm  Bn , Em  En , for all valid
m≤n, and Bm  En , ∀m ∈ B, n ∈ E. Noting that the SNR scalability relies
on re-quantizing the residual signal between different SNR layers to obtain
quality refinement [23], it is natural to consider that the bitrate of a video
layer is controlled by the Quantization Parameter (QP). Let qm and qn be the
QP for the data segments of type m and n (n  m, m, n ∈ T ), and φ̃(qm ) be
the estimated residual Mean Absolute Difference (MAD) of data segments m,
we adopt the empirical layer-level rate-distortion model proposed in [21]:

φ̃(qm ) = φ̃(qn )2a(qm −qn ) ,
(2.1.1a)







Dm (φ̃(qm ), qm ) = b1 log10 (φ̃fm (qm )+1)·qm +b2 ,

(2.1.1b)

rm (φ̃(qm ), qm ) = cm φ̃gm (qm )2−qm /6 .

(2.1.1c)

In (2.1.1a), rm is the bitrate for a layer data of type m, and Dm is the corresponding distortion measured at the sum of squared differences (SSD). a,
b1 , b2 , cm , fm and gm are the sequence-dependent parameters, which can be
predetermined at the encoder before the transmission of each video sequence
according to [21]. Observing (2.1.1a), we note that at the transmitter, the
video distortion due to source encoding is a monotonically increasing function
of the QP value and the source coding bitrate is a monotonically decreasing
function of the QP value.
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2.1.2

Impact of channel coding on distortion model

Since the encoded video is transmitted through an error-prone wireless channel,
it is necessary to consider the distortion introduced by error correction and
concealment. By introducing the loss probability pim when transmitting the
data of layer m in GoP i, we first ignore the details of the channel condition and
the channel coding schemes, and obtain a generalized model of the expected
distortion at the receiver. During the transmission of GoP i, if one of its base
layers m ∈ B is lost, the decoder will not be able to recover not only the frame
that layer m belongs to, but also all the lower-priority frames in the GoP. In
this situation, we assume that error concealment for a base layer is performed
using the nearest available base layer. We denote the distortion of layer m
i,ec
, in which n represents the base layer at which
after error concealment as Dn,m

the first decoding error happens in the GoP. If we consider the general case
of transmitting layer m (m ∈ T ) in GoP i, the expected distortion of layer m
can be expressed as:
i
}=
Eec {Dm

P
n∈B,nm

i,ec i
pn
Dn,m

i
}
(1 − pij ) + Esuc {Dm

Q

Q

(1 − pij ).

j∈T ,jm

j∈T ,jn

(2.1.2)
In (2.1.2), the first term on the right-hand side accounts for the case when
the first error happens at layer n, n  m, n ∈ B. Considering that the error
propagation is confined within a GoP, we adopt the error propagation model
in [19] and obtain the following distortion model after error correction:
i,ec
Dn,m
= pin σe2

1 − kn K −1
,
1 + γkn

(2.1.3)

in which K is the frame length of a GoP, kn is the frame number counted from
the first base layer of GoP i (i.e., the base layer of the I-frame) to temporal
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layer n. σe2 and γ are the sequence/codec-determined parameters [19]. σe2 is
the variance of the propagated error and can be treated as a constant for each
video sequence. γ is the leakage parameter that reflects the efficiency of the
spatial filtering of the encoder.
The second term in (2.1.2) accounts for the case when no error happens in
i
} is the conditional
transmitting the ancestor base layers of layer m. Esuc {Dm

expected distortion of layer m when all its ancestor base layers are successfully
i
} as follows:
received. We can express Esuc {Dm

i
i,ec i
 Dm,m
(1 − pim ),
pm + Dm
Q
P
i
i
i i
Esuc {Dm } =
(1 − pij ) + Dm
D
p
n
n

n∈E,nm

j∈E,jn

Q

(1 −

pij ),

m ∈ B,
m ∈ E.

j∈E,jm

(2.1.4)
i
In (2.1.4), Dm
is the distortion for data layer m in GoP i (see (2.1.1b)), and
i,ce
is the distortion after error concealment at m (see (2.1.3)). On the rightDm,m

hand side of (2.1.4), the first subexpression accounts for the case when layer m
is a base layer. The second subexpression represents the expected distortion
when layer m is an enhancement layer. The structure of the second subexpression is determined by SVC coding: if an ancestor layer n of enhancement layer
m is lost, all the subsequent layers of layer n including m will be abandoned.

2.1.3

Sub-frame level data transmission with HARQ

For video delivery over a stationary packet-lossy channel, it is sufficient to
provide a nonlinear-optimization-based rate adaption solution with the generalized rate-distortion model (2.1.1a-2.1.4). However, if the channel state is
time-varying, the details of the error correction mechanism and the channel
dynamics will significantly impact the video streaming performance. This is
because when the error protection scheme is inflexible, a change in the channel
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state may lead to higher channel error rate and thus higher distortion due to
more frequent failure of layer segment transmission (this is reflected by (2.1.2)).
Also, when equal protection scheme is adopted, an error occurring in the base
layer will have more serious impact on the end-to-end distortion than in the
enhancement layer (see (2.1.4)). In order to tackle the first problem of channelerror-induced distortion, we consider the scenario of a non-stationary slowly
varying channel, of which the state evolution can be modeled as a finite-state
Markov chain [24]. Considering that the hierarchy of the data unit decoding
priority is given, we adopt HARQ/FEC for unequal error protection during
video streaming.
We consider that Incremental Redundancy-HARQ (IR-HARQ)/FEC based
on a family of Rate Compatible Punctured Convolutional (RCPC) codes [24]
is adopted for channel error protection of the layer-data segments. Since the
packet length of a layer segment is much longer than the single-bit based feedback signals (namely, ACK and NAK), we assume that the feedback signal is
error-free and immediately ready after the transmission of each data segment.
We denote the set of channel state by Sc = {s1 , . . . , s|Sc | } and the RCPC coding
rate by C = {c1 , . . . , c|C| } (ci > cj if i < j). With RCPC coding, if a NAK is received after the transmission with coding rate ci , the incremental redundancy
bits will be generated for retransmission by computing the residual bits between code ci and the next target code ci+1 .The decoding is performed with a
Viterbi decoder that combines the previous and the current set of transmitted
bits. We assume that the channel state remains the same during transmission
round j for layer n of GoP i as sin,j . If k retransmissions are supported before the decoding deadline for layer n of GoP i, then the loss probability pin
(i.e., the probability of encountering the first error with the Viterbi decoder)
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is bounded by [24]:
pin (ck |sin,1,. . .,sin,k )≤

∞ X
P
d=dfree

...

1

|d

X

akd (d1 , . . . , dk ) × pd (d1 , . . . , dk |sin,1 , . . . , sin,k ).

dk

{z

}

d1 +···+dk =d

(2.1.5)
In (2.1.5), d is the overall Hamming distance by which the erroneous decoding
path deviates from the correct one in the Viterbi decoding trellis and dj is
the error distance contribution of the j-th additional bits with code cj to d.
akd (d1 , . . . , dk ) is the distance spectra with weight d = d1 + · · · + dk . pd is the
conditional error probability that a wrong path of distance d is selected by the
Viterbi decoder. For hard decision decoding, pd is given by [24]:
pd (d1,. . .,dk |sin,1,. . .,sin,k ) =
 
 
P d1
P dk
k
e1
d1−e1
(sin,1 ) (1−sin,1 )
× ... ×
(sin,k )ek (1−sin,k )d −ek ,
ek
e1 e1
ek

(2.1.6)

where sin,j is the bit error probability (BER) for channel state sin,j . ej is the
number of erroneous bits for the j-th retransmission. For simplicity, we will ignore the GoP index i hereafter. Approximating the value of pn (ck |sn,1,. . .,sn,k )
with the upper bound in (2.1.5), we obtain the probability of decoding failure
for the entire retransmission process after k rounds as:
pf,n (ck |sn,1 , . . . , sn,k ) = 1−(1−pn (ck |sn,1 , . . . , sn,k ))Ln ,

(2.1.7)

in which Ln is the number of stages in a trellis for decoding the transmitted
information bits of layer n. If we denote the source data length of layer n by
ln , then for a code family with a puncture period H, Ln = ln /H.
We assume that the transmit rate remains constant as r and the allowed
transmission time for each layer is predetermined as δ n . Then, the constraint
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ACK Always

NAK

cn

Figure 2.2: The state transition for video layer n of GoP i
on the minimum allowable code rate for retransmission1 can be determined as
cn ≥ max(c|C| , ln /(rδ n )). According to (2.1.1c), we can determine the length
of each video layer as a function of its QP value as ln = rn (φ̃(qn ), qn )T , in
which T is the duration of one frame. The process of transmitting layer n
can be described by a finite-state machine (Figure 2.2), in which the allowable
coding types {c1 , . . . , cn } are considered as the states, and cT is the terminal
state when the data is correctly received or the time deadline is reached. Let
k be the index of the maximum allowable code type cn . Then, the expected
transmission time for layer n will be:
E{δn } =

k
P

δn,k (1−pf,n (ck |sn,1,. . .,sn,k ))×

k=1
k−1
Q
j=1

k

Q
pf,n (cj |sn,1,. . .,sn,j ) +δn,k pf,n (cj |sn,1,. . .,sn,j ).

(2.1.8)

j=1

In (2.1.8), we define that pf,n (c0 ) = 1. The duration for each channel code type
δn,k is determined as δn,k = ln /(rcn,k ).
1

Here we ignore the situation when r is not large enough to support the first round
transmission with channel coding rate c1 .

19

2.2
2.2.1

Adaptive Learning for Rate Adaption
Transmission control as a Markov decision
process

With the rate-distortion model (2.1.2-2.1.4), we can describe the video streaming process as a finite-state Markov process (Figure 2.3). In Figure 2.3, state
g1 accounts for the base-layer transmission stage, and state g2 accounts for the
base-layer error concealment stage. The difference between g1 and g2 is due
to the data dependency of scalability coding. This is because the decoding
error at one base layer will lead to error concealment for the subsequent lowerpriority base layers in the same GoP. Thus, the dropping of their respective
enhancement layers. In order to differentiate the base-layer types, we define g1
and g2 as a composition of the layer type and the transmission stage, namely,
g1 = (Bi , 1) and g2 = (Bi , 0) (Bi ∈ B). Here “1” indicates the data transmission
stage and “0” indicates the error concealment stage. In Figure 2.3, state g3
and g4 account for the transmission stage of the first and the second enhancement layer, respectively. For scalability coding, lower-priority (enhancement
layer) segments will discarded whenever an error is detected during decoding
the higher-priority layer. Therefore, transition probabilities p(g2 |g1 ), p(g1 |g3 )
and p(g1 |g4 ) are equivalent to the probabilities of transmission failure in state
g1 , g3 and g4 , respectively. Based on the IR-HARQ scheme (2.1.5-2.1.8), these
transition probabilities are determined by the group of channel states and code
types for each layer. Noting that error propagation is confined within a single
GoP, we have p(g1 |g2 ) = 1 and p(g2 |g2 ) = 0 if g2 = (B4 , 0) and g1 = (B0 , 1),
otherwise the streaming process will stay at the error-concealment stage, g2 ,
so p(g1 |g2 ) = 0 and p(g2 |g2 ) = 1. Let sn = (sn,1 , . . . , sn,k ), then we can sum-
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g2

p(g1 |g2 )

g1

1−p(g2 |g1 )

p(g2 |g1 )

g3

1−p(g1 |g3 )

g4

p(g1 |g3 )
p(g1 |g4 )

p(g2 |g2 )

Figure 2.3: Layered video transmission Markov chain.
marize the transition probabilities of the Markov model in Table 2.1, where
pf,n (cn (g1 )|sn ) is given by (2.1.7). Here cn (gi ) is the smallest channel coding
rate that is used for retransmission in state gi .
Table 2.1: Transition probabilities
transmission
Transition Probability

p(g1 |g2 )

p(g2 |g2 )
p(g2 |g1 )
p(g1 |g3 )
p(g1 |g4 )

of the Markov model for layered video
Value
1 if g2 = (B4 , 0), g1 = (B0 , 1),
0
otherwise
0 if g2 = (B4 , 0), g1 = (B0 , 1),
1
otherwise
pf,n (cn (g1 )|sn )
pf,n (cn (g3 )|sn )
1

Based on the proposed Markov model, the video transmission control problem can be modeled as a Markov Decision Process (MDP) [25]. As illustrated
by [25], a MDP is featured by a finite set of states and a finite set of control actions. The dynamics of the MDP is determined by a controlled Markov chain,
whose state transition is controlled by the adopted actions. The efficiency of
action selection is reflected by a reward/cost function, which is a joint function of the states and the actions. For the MDP, we adopt the end-to-end
distortion as its cost function. From (2.1.1a-2.1.4) we note that the value of
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the cost function is controlled by the QP values and the transmission stages
(i.e., error concealment stage or data transmission stage). According to Table 2.1, the MDP transition probabilities is a function of the channel states,
the layer types, the transmission stages and the adopted channel coding rate
for IR-HARQ. We also note from the discussion on (2.1.7) that the allowable
channel coding rate of one layer is determined by the final code type of its
previous layer. Therefore, we can model the MDP by extending the Markov
model in Figure 2.3 into a constrained controlled Markov chain. Formally, the
constrained MDP is defined as a 5-tuple {S, A, u, v, Pr}:
• S = {S1 , . . . , S|S| } is the state space. S = Sc × T × I, where Sc is the
set of discretized channel states, T 3 y is the set of the layer types and
I = {0, 1} 3 I is the set of the indicators for the transmission stages. We
note that since no error concealment is performed for the enhancement
layers, It is only valid when In = 1, ∀yn ∈ E.
• A = {a1 , . . . , a|A| } is the action space. A = C × Q, in which C is the
set of the candidate RCPC code rate that can be used in the maximum
round of retransmission. Q is the set of candidate QP values that are
chosen according to the SVC coding standard.
• u = Dn (Sn , an ) is the instantaneous cost function for transmitting video
layer n:

u(Sn , an ) =

Dn (sn , qn , cn ), if In = 1,
ec
Dm,n
(kn (yn )), if In = 0.

(2.2.1)

In (2.2.1), the first subexpression on the right-hand side accounts for
the data transmission stages (see (2.1.4)). The second subexpression
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accounts for the stages of error concealment of a base layer (see (2.1.3)).
m is the index of the layer used for error concealment (see (2.1.3)).
• v is the constraint on the allowable transmission time for one layer.
According to the IR-HARQ scheme (2.1.7-2.1.8), v can be expressed as
follows:
v(Sn , an ) = δn (sn , qn , cn ) − δ n

(2.2.2)

• Pr = Pr(Sn+1 |Sn , an ) is the transition probability of the MDP. Based on
Table 2.1, we have:
Pr(s
n+1 , yn+1 , In+1 |sn , yn , In , an )

pf,n (cn |sn )p(sn+1 |sn ),



(1−pf,n (cn |sn ))p(sn+1 |sn ),
=

1,


 0,

if c1 or c2,
if c3,
if c4, c5 or c6,
otherwise.

(2.2.3)

According to Table 2.1, the conditions in (2.2.3) is given as:
c1 : In = 1, In+1 = 0, yn , yn+1 ∈ B,
c2 : In = In+1 = 1, yn = E1 , yn+1 ∈ B,
c3 : In = In+1 = 1, yn  yn+1 ,
c4 : In = In+1 = 1, yn = E2 , yn+1 ∈ B,
c5 : In = 0, In+1 = 1, yn = B4 , yn+1 = B0 ,
c6 : In = 0, In+1 = 0, yn ∈ B, yn+1 6=B0 .
Here c1 and c2 account for the transmission failures in the data transmission stage. c3 accounts for the transmission success. c4 and c5
account for the cases of beginning to transmit the base layer of a new
video frame. c6 accounts for the cases of self-transiting in the error
concealment stages.
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2.2.2

Model-free learning for optimal video streaming
policy

According to (2.2.1-2.2.3), the formulated MDP model is unichain [25]. The
goal of transmission scheduling is to find the optimal policy for the MDP that
minimizes the long-term average distortion at the receiver. We can express
the objective of the constrained MDP given by (2.2.1-2.2.3) as follows:
" n
#
X
1
u(Sm , am ) ,
(2.2.4)
U = lim Eπ
n→∞ n
m=1
" n
#
X
1
s.t. C = lim Eπ
v(Sm , am ) ≤ 0,
n→∞ n
m=1
where π is the stationary, randomized policy for taking an action ã in state S:
π(ã) = [Pr(a = ã|S) : S ∈ S]. Using Theorems 12.7 from [25], we can obtain
the optimal policy for minimizing (2.2.4) by establishing an unconstrained
MDP through the Lagrangian approach:
U ∗ = min sup J(π, λ) = sup min J(π, λ),
π

λ≥0

λ≥0

π

where λ is the Lagrangian multiplier and J(π, λ) is given by:
" n
#
X
1
(u(Sm , am )+λv(Sm , am )) .
J(π, λ) = lim Eπ
n→∞ n
m=1

(2.2.5)

(2.2.6)

Based on (2.2.6), we can define the immediate Lagrangian cost as u(S, a, λ) =
u(S, a)+ λv(S, a). According to [22], for a fixed λ there exists a value function V ∗ (S, λ) for the inner problem in (2.2.5) satisfying the following Bellman
equation:
V ∗ (S, λ)+J ∗ (λ) = min(u(S, a, λ)+
a

X
S0
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Pr(S 0 |S, a)V ∗ (S 0 , λ)),

(2.2.7)

such that the greedy policy πλ∗ leads to the optimal average cost J ∗ over all
possible policies π. In order to avoid the inaccuracy due to the adoption of
both the empirical distortion model and the unknown transition probabilities,
we resort to the technique of R-learning [22] to adaptively approach the value
of V ∗ and J ∗ using the feedback of the immediate cost un (S, a, λ). Based
on (2.2.7), we introduce the action value function Rπ (S, a, λ) of the MDP
following policy π,
Rπ (S, a, λ) = u(S, a, λ) − Jπ (λ) +

X

Pr(S 0 |S, a)Vπ (S 0 , λ),

(2.2.8)

S0

where Vπ (S 0 , λ) = mina Rπ (S, a, λ), and Jπ (λ) is the average Lagrangian cost
following policy π. Based on (2.2.8), the optimal value of J ∗ and Rπ∗ (S, a, λ)
is learned iteratively through a two-time-scale learning process as follows [22]:


0
Rn+1 (S, a, λ) ← Rn (S, a, λ)(1 − βn ) + βn un (S, a, λ)−Jn +min Rn (S , a, λ) ,
a

(2.2.9)
Jn+1 (λ) ← Jn (λ)(1 − αn ) + αn




un (S, a, λ)+min Rn (S , a, λ)−min Rn (S, a, λ) .
0

a

a

(2.2.10)
In (2.2.9) and (2.2.10), βn and αn (0 ≤ βn , αn ≤ 1) are the learning rate for
updating the estimated value of Rn and Jn , respectively. Usually, action exploration based on Boltzmann distribution is adopted for policy learning [22]. If
so, Jn is updated only when a non-exploratory action is taken. Convergence is
guaranteed for the R-learning process given by (2.2.9-2.2.10), if the conditions
P
P 2
P
P 2
n βn = ∞,
n βn ≤ ∞,
n αn = ∞,
n αn ≤ ∞ and limn→∞ αn /βn = 0
are all satisfied, and every state/action is visited infinitely often [26].
With the rightmost expression of (2.2.5), we can use a gradient-descentlike algorithm to estimate λ∗ that satisfies the Kuhn-Tucker conditions:
λn+1 = λn + ξn C(πλ∗n ),
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(2.2.11)

in which ξn = 1/n is the updating step.

2.3

Simulation Results

In this section, we present a series of numerical simulation results to demonstrate the efficiency of the proposed joint source-channel resource allocation
mechanism. In the simulations, a 3-state Markov chain is adopted based on a
Rayleigh fading channel model following the discussion of Section II.B in [27].
We assume Binary Phase Shifting Key (BPSK) modulation, so the Bit Error
p
Rate (BER) in (2.1.6) can be determined as s = 1/2 erfc( η(s)), where η(s)
is the average channel SNR for channel state s [27], and erfc(·) is the complimentary Gaussian error function. The family of RCPC code is generated
from a parent code with rate 1/2 with memory length of 4. The available
coding rate are chosen as {1, 4/5, 1/2}. The error probability for a layer is
estimated based on (2.1.5-2.1.7) following Table III of [24]. Since the source
distortion model (1) has been validated by [21], we directly use this synthetic
video source in the simulation. The details of the simulation parameters are
summarized in Table 2.2.
Figure 2.4, shows the performance/policy evolution of the proposed video
streaming mechanism. Here, the value of λ is fixed as λ∗ for convenience of the
demonstration. As shown in Figure 2.4, the convergence of the policy-learning
process is reached after transmitting approximately 800 frames. From Figure
2.4.(a) we note that the transmission with a higher initial channel SNR performs a little better than those with lower initial SNRs. This corresponds to
our channel dynamics setup in Table 2.2, since the smaller the transition probabilities between the different states is, the longer the transmission tends to stay
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Table 2.2: Main parameters used in the video streaming simulation.
Parameter
Value
Transmit rate r
300kbps
Set of average channel SNR η(s)
{0, 17, 30}dB
Set of QP-value q
{8, 16, 24, 32, 40}


0.993 0.007 0
0.007 0.973 0.02
Channel state transition matrix
0
Distortion estimation parameters a,
b1 , b2 , cm , fm and gm in (1)
RCPC codes of rates

0.02

0.98

See Section V of [21]
{1, 4/5, 1/2}

Table 2.3: Retransmission frequencies for the learning processes in Figure 2.4.
Initial SNR 0 retransmission 1 retransmission 2 retransmissions
5dB
58.05%
27.10%
14.85%
17dB
86.20%
7.70%
4.05%
30dB
90.85%
4.05%
6.10%
in the same channel condition. Such a discovery helps to explain the difference
in the policy evolution for the source-rate adoption in Figure 2.4.(b). With
the given channel transition probabilities, a higher initial SNR approximately
corresponds to a better channel condition. In Figure 2.4.(b), the transmission
with the highest initial SNR reaches the highest average source-coding rate
(300kbps), since in a better channel condition, retransmission will be rarely
needed. Table 2.3 provides further insight into the policy choosing mechanism by summarizing the frequencies of retransmissions for the corresponding
learning processes in Figure 2.4.
In Table 2.4, we compare the performance of the proposed streaming mechanism with that of the transmission mechanisms using (a) pure FEC with fixed
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Figure 2.4: Transmission performance and policy evolution with the proposed
adaptive policy learning mechanism. (a) Frame PSNR v.s. frame number. (b)
Source-coding rate v.s. frame number.
QP values for both the base and the enhancement layers; (b) pure FEC with
adaptive QP control; (c) single-retransmission HARQ with fixed QP values
for both the base and the enhancement layers; and (d) single-retransmission
HARQ with adaptive QP-value control. From Table 2.4 we note that the
streaming mechanisms without adaptive QP-value control (Algorithms (a) and
(c)) lack the ability to adapt source encoding to the limit in the transmit rate,
thus having a worse performance when compared to the mechanisms with
adaptive QP-value control. Generally, the streaming mechanisms with HARQ
outperform the pure-FEC mechanisms, while the proposed streaming mechanism is able to improve the quality of the received video by 12% when compared
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Table 2.4: Performance comparison between different transmission mechanisms.
Average PSNR (dB) Averge source rate (bps)
Proposed algorithm
33.49
2.97 × 105
Algorithm (a)
29.45
3.88 × 105
Algorithm (b)
31.35
2.90 × 105
Algorithm (c)
31.33
3.53 × 105
Algorithm (d)
32.67
2.98 × 105
to the FEC mechanism and 9% when compared to the single-retransmission
HARQ mechanism. Table 2.4 also compares the average source coding rates
that are reached by each scheme. Comparing the performance of the proposed
algorithm with Algorithms (b) and (d), we can see that under the same transmit rate constraint, the proposed algorithm is able to provide a higher average
PSNR for the same channel condition, when the quality of the encoded video
at the transmitter is almost the same.

2.4

Chapter Summary

In this chapter, we have investigated the problem of adaptive video transmission over a time-varying channel. To the best of our knowledge, our research
is among the first to embed the codec-related data-dependency structure into
IR-HARQ schemes. Based on a generalized data-dependency structure, the
HARQ-assisted video transmission is formulated as a constrained MDP. With
the proposed joint resource allocation mechanism, video streaming is controlled by adapting the source rate through changing the variable QP value
and adapting the error-protection level based on adjustable transmission of
incremental redundancy. Instead of requesting detailed knowledge of both the
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channel state transition and the end-to-end distortion model, an R-learning
based model-free policy-learning scheme is introduced to adaptively learn the
resource allocation policy for both source and channel coding. The performance of the proposed video streaming mechanism is demonstrated by simulation results that show that the video quality at the receiver is improved by
12% when compared to a pure-FEC based scheme with the fixed source encoding QP value and 10% when compared to the single-retransmission HARQ
scheme.
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Chapter 3
Learning for Self-organized
Power Allocation in
Heterogeneous Network
As the demand for mobile data traffic continues to grow at an exponential
rate, the link efficiency of cellular networks is approaching its fundamental
limits. In urban area with densely deployed Macro Base Stations (MBS), the
gains of traditional strategies for spectrum efficiency improvement, such as
cell-splitting, is significantly reduced due to the severe inter-cell interference.
Moreover, the cost of site acquisition in a capacity limited area may also
become prohibitively expensive.
Compared with macrocell splitting, femtocells are considered an efficient
and economic solution to enhance the indoor experience of the cellular mobile users in urban areas [28]. A femtocell is a low-power, short-range access
point, which can be quickly deployed by the end-users. It provides better spatial reuse of the spectrum by serving the subscribers near the femtocell who
have a poorer connection with the MBS due to penetration loss. The net-

31

work topology with a hierarchical deployment of high-power macrocells and
low-power femtocells is known as a HetNet. In practice, the femtocell network usually operates underlaying the macrocell network in a HetNet. This is
mainly due to the ad-hoc topology of the femtocells and the lack of coordination between the MBS deployed by an operator and the Femto Access Points
(FAPs) randomly deployed by the end users. Consequently, inter-cell/crosstier interference arises, and interference mitigation with limited coordination
becomes essential for preventing performance deterioration in a HetNet.
Due to the random, ad-hoc topology of the femtocells, the FAPs have to
operate in a situation of limited information exchange both across tiers (i.e.,
across macrocells and femtocells) and among the femtocells. Therefore, it is
highly desirable that the interference management of the femtocells is fully
distributed and self-organized, so that each Femtocell User (FU) is capable
of adapting its transmission to the surrounding radio environment with minimum information exchange. With this in mind, we study an energy-efficient
power allocation schemes for an overlay, two-tier HetNet. We note that in
the HetNet, conflict of node objectives exists across tiers since a Macrocell
User (MU) prefers that the cross-tier interference is minimized, while the FU
prefers to transmit at the best Signal-to-Interference-plus-Noise-Ratio (SINR).
Considering that private objectives contradict with each other and the means
of coordination is lacking, we resort to the game theoretic tools and model the
cross-tier, self-centric interactions between different users in the HetNet as a
non-cooperative game.
Under the framework of non-cooperative games, early studies such as [29]
have discovered that power control purely based on non-cooperative games will
lead to inefficient equilibria. In order to obtain the Pareto-preferred equilibria,
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a number of approaches including the introduction of repetition [30] or externalities (e.g., pricing) [31, 32] were adopted in previous research. As shown by
studies on non-hierarchical networks [31–33], choosing a proper pricing mechanisms with respect to different utility functions can be an efficient way to
determine the desired properties of the equilibria.
When it comes to resource allocation in hierarchical networks, such as
the femtocell networks and DSA-based CRNs, multi-player Stackelberg game
[34] modeling is widely preferred since it is able to reflect the hierarchy and
network ad-hoc topology [35, 36] at the same time. The Stackelberg game
is characterized by the sequential decision making (namely, follower-leaderbased strategy updating), and hence suitable for modeling the heterogeneous
user behaviors in the network. To avoid the excessive complexity in modeling
the Stackelberg game, most of the existing studies [36–38] assume complete
information in the game and favor a problem formulation which is able to
lead to a closed-form solution to the Stackelberg Equilibrium (SE). With such
assumptions, the SE is usually solved through reformulating the games as
hierarchical optimization problems.
Although the optimization-technique-based methods are able to precisely
analyze the SE properties, their scope is limited to the games where the utility
functions possess certain properties in order to guarantee the existence of a
closed-form solution. Beyond these games with special properties, a natural
idea is to resort to stochastic learning tools in repeated games for searching the SEs. Based on the assumption of a discrete strategy space [39], a
body of literature on non-hierarchical networks can be found applying iterative strategy-learning methods [40,41]. However, since these learning methods
assume homogeneous behaviors among the players, their application to hier-
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archical networks is usually limited to an uniform learning model [42, 43].
In this chapter, we model the power allocation problem in a two-tier HetNet from the perspective of the Stackelberg game. In the proposed game
model, the MBS behaves as the leader and controls the total cross-tier interference by setting prices to each FU-FAP link. The FU-FAP links behave as
the followers and optimize their energy efficiency through interactive power allocation. In order to design an efficient distributed, hierarchical power control
scheme with a pricing scheme, we adopt the power efficiency as the main utility
metric the FU-FAP link. We then investigate the scenarios of the continuous
and discrete power profile of the femtocells, respectively. Due to the computational complexity of obtaining the closed-form solution for the equilibrium,
we investigate the property of the proposed game in both the continuous and
discrete power profiles, and propose two self-organized strategy-learning algorithms for the FU-FAP links in the follower game, respectively. We provide
a proof of convergence for the proposed learning schemes in the two follower
subgames among the FU-FAP links and propose two corresponding heuristic
algorithms to obtain the optimal MBS prices.

3.1

Network Model and QoS Metric

We consider the uplink transmission of a two-tier femtocell network with a
single MBS and K FAPs. The MBS and the FAPs share the same bandwidth
W and each of the FAPs is scheduled to serve one single user at each time
instance. The MBS requires that the femtocell-to-macrocell interference is
kept to an acceptable level. Due to the ad-hoc topology of the femtocells, we
assume that the information exchange only happens between the MBS and
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FAPs. For analytical tractability, we suppose that all the channels involved
are block-fading and remains constant during each transmission block.
In what follows, we let 0 denote the index of the MU-MBS pair and k ∈
K = {1, . . . , K} denote the index of a FU-FAP pair. The channel power gain
S
between transmitter i and receiver j is denoted by hi,j , where i, j ∈ K {0}.
The power of transmitter k is denoted by pk and the power vector of all the
FUs is denoted by p = [p1 , . . . , pk ]. The noise variance for the transmitterreceiver pair k is denoted by Nk . Then the SINR level at the MBS can be
expressed as:
γ0 (p0 , p) =

h0,0 p0
X
,
hk,0 pk
N0 +

(3.1.1)

k∈K

and the SINR level at the k-th FAP can be expressed as
γk (p0 , p) =

hk,k pk
X
.
Nk + h0,k p0 +
hj,k pj

(3.1.2)

j∈K\{k}

During the operation, it is usually beneficial to shift some calls served by
the MBS to the FAP. Therefore, we suppose that for the MBS, the requirement on the femtocell-to-macrocell interference is not rigid. Instead, the MU
transmit with a fixed power and to control the interference level, the MBS
charges each FU-FAP link for causing interference with a certain price. We
denote the vector of interference prices at a time interval by λ = [λ1 , . . . , λK ],
in which λk is the price for unit interference caused by FU k. The goal of the
MBS is to maximize the total revenue of collected payments from the FU-FAP
links:


P
max u0 =
λk hk,0 pk .
λ

k∈K
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(3.1.3)

For simplicity, in what follows we use the terms FU and the FU-FAP link
interchangeably. For the FUs, we assume that each local transmit power pk
is limited by the physical constraint pk ∈ [0, pmax
k ]. The goal of FU k is to
maximize its local net payoff by adapting pk :


maxmax uk = ψ(γk , pk ) − λs hk,0 pk ,
0≤pk ≤pk

(3.1.4)

in which ψ(γk , pk ) is the utility function of FU k. We consider that for each FU,
the energy efficiency, namely, the data received per unit energy consumption,
is adopted as the the local utility:
ψ(γk , pk ) =

W log(1 + γk )
,
pk + pa

(3.1.5)

where pa denotes the additional circuit power consumption by FU k. We
assume that the local SINR γk can be perfectly measured at the FAP. For the
proposed femtocell network, we suppose that the following assumptions hold:
i) pk is significantly greater than pa ;
ii) The femtocell-to-femtocell interference is sufficiently small.
Assumption i) is based on the fact that most power is consumed during operation by the amplifier and the radio transceiver [44]. Assumption ii) is based on
the facts that (a) the FAPs are of low transmit power and the peak transmit
power is limited; and (b) the inter-cell path loss between femtocells are usually
large, since the indoor penetration loss is usually significant. Based on these
two assumptions, we assume that the SINR constraint for a FU-FAP link is
negligible.
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3.2

Power Allocation Based on Continuous
Stackelberg Game

We model the user interactions in the proposed network as a hierarchical game
with the MBS and the FU-FAP links choosing their actions in a sequential
manner. When the power allocation of the FUs are given as p, we can define
the leader game from the perspective of the MBS as:
Λ, {u0 (λ
λ, p)}i,
Gl = hΛ

(3.2.1)

where the MBS is the only player of the game and the action of the player is
the price vector λ ∈ Λ .
When the leader action is given by λ , we can define the non-cooperative
follower game from the perspective of the FUs as:
λ, pk , p−k )}k∈K i,
Gf = hK, P, {uk (λ

(3.2.2)

where FU k is one player with the local action pk ∈ Pk .
With each player behaving rationally, the goal of the game (3.2.1) and
(3.2.2) is to finally reach the Stackelberg Equilibrium (SE) where both the
leader (MBS) and the followers (FUs) have no incentive to deviate. We first
assume that the strategies of the FUs and MBS are continuous. Then the SE
of the game can be mathematically defined as follows:
λ∗ , p∗ ) is an SE
Definition 3.2.1 (Stackelberg Equilibrium). The strategy (λ
for the proposed Stackelberg game described by (3.2.1) and (3.2.2) if
λ∗ , p∗ )≥u0 (λ
λ, p∗ ), ∀λ
λ∈Λ
Λ,
u0 (λ

(3.2.3)

λ∗ , p∗k , p∗−k )≥uk (λ
λ∗ , pk , p∗−k ), ∀k ∈ K, ∀pk ∈ Pk .
uk (λ

(3.2.4)
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3.2.1

Femtocell power allocation with continuous
strategies

We start the analysis of the Stackelberg game in (3.2.1) and (3.2.2) by backward induction. Suppose that the MBS first sets its strategy as λ , then we
obtain the non-cooperative follower subgame described by (3.2.2). In order
to show the existence of a pure-strategy Nash Equilibrium (NE) in Gf , we
introduce the concept of supermodular game as follows:
Definition 3.2.2 (Supermodularity [34]). A function f : X × T → R is said
to have increasing differences (supermodularity) in (x, t) if for all x0 ≥ x and
t0 ≥ t,
f (x0 , t0 ) − f (x, t0 ) ≥ f (x0 , t) − f (x, t).
Definition 3.2.3 (Supermodular game [34,45]). A general normal-form game
hN , {Si }i∈N , {ui }i∈N i is a supermodular game if for any player i ∈ N ,
i) the strategy space Si is a compact subset of RK .
ii) the payoff function ui is upper semi-continuous in s = (si , s−i ).
iii) ui is supermodular in si and has increasing difference between any component of si and any component of s−i .
To show that the proposed follower subgame (3.2.2) is a supermodular
game, we introduce Lemma 3.2.1 from [45]:
Lemma 3.2.1. If a function f (s) is twice differentiable, then supermodularity
is equivalent to

∂ 2 f (s)
∂si ∂sj

≥ 0 ∀si , sj , j 6= i.

Based on Lemma 3.2.1, the supermodular property of the proposed follower subgame (3.2.2) is given by Theorem 3.2.1.
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Theorem 3.2.1. Given the strategy λ of the MBS, the follower subgame
(3.2.2) is a supermodular game if γk ≥ pa /pk .
Proof. The first and the second conditions of a supermodular game in Definition 3.2.3 (trivially) holds for the proposed follower subgame (3.2.2). Then,
Theorem 3.2.1 can be derived based on Lemma 3.2.1. By taking the componentwise derivative of uk (pk , p−k ) with respect to pk , we obtain:
∂uk
W log(1+γk )
W Gk
=−
+
−λk hk,0 ,
2
∂pk
(pk +pa )
(1+γk )(pk +pa )

(3.2.5)

in which
Gk =

hk,k
P
.
N0 + h0,k p0 + i∈K\{k} hi,k pi

Then ∀k, j ∈ K, k 6= j, the value of

∂ 2 uk
∂pk ∂pj

(3.2.6)

is given by:

W Hk pk
∂ 2 uk
W Hk γk
W Hk
=
+
−
,
∂pk ∂pj (1+γk )(pk + pa )2 (1+γk )2 (pk + pa ) (1+γk )(pk + pa )

(3.2.7)

in which
Hk = 

hj,k hk,k
2 .
P
N0 + h0,k p0 + i∈K\{k} hi,k pi

It is easy to verify from (3.2.7) that

∂ 2 uk
∂pk ∂pj

(3.2.8)

≥ 0 if γk ≥ pa /pk . By Lemma

3.2.1, uk has increasing difference between pk and any component of p−k if
γk ≥ pa /pk . By Definition 3.2.3, the proof of Theorem 3.2.1 is completed.
Given the opponent power allocation p−k , we define the local Best Response (BR) of FU k by


p̂k (p−k ) = arg max uk = ψ(γk , pk ) − λs hk,0 pk .
0≤pk ≤pmax
k

Then, Theorem 3.2.1 immediately yields Proposition 3.2.1 [45]:
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(3.2.9)

Proposition 3.2.1. At least one pure-strategy NE exists in the follower subgame (3.2.2) and the following hold:
i) The set of NEs (3.2.4) has the component-wise greatest element p∗ and
least element p∗ .
ii) If the BRs are single-valued, and each FU uses the BR starting from the
smallest (largest) elements of the strategy space to update their strategies,
then the strategies monotonically converge to the smallest (largest) NE.
iii) If the game has a unique NE, then with any arbitrary initial strategy, the
local myopic BRs converges to the NE.
The properties of Gf given by Proposition 3.2.1 sheds light on the solution
to the local strategy-learning scheme for the FUs. To take advantages of
these properties, we introduce the concept of superlevel set and quasiconcavity
from [46]:
Definition 3.2.4 (Superlevel Set [46]). Let D denote a convex set in Rn and
f : D → R. The superlevel set of f is defined as Cf (α) = {x ∈ D|f (x) ≥ α}.
Definition 3.2.5 (Quasi-Concavity [46]). Following the notation in Definition
3.2.4, function f is quasi-concave on D if ∀α, Cf (α) is a convex set.
For conciseness, the readers are referred to Sections 3.1 and 3.4 of [46] for
more details on the definitions of superlevel set and (strict) quasiconcavity.
From [46] we further introduce Lemma 3.2.2, which implies the uniqueness of
the optimization solution to a strict quasi-concave function:
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Lemma 3.2.2. Suppose f : D → R be strictly quasiconcave where D ⊂ RN is
convex. Then, any local maximum of f on D is also a global maximum of f
on D. Moreover, the set arg max{f (x)|x ∈ D} is either empty or a singleton.
Based on Lemma 3.2.2, we are ready to examine the BRs in Gf and obtain
Lemma 3.2.3:
Lemma 3.2.3. Given the MBS strategy λ , uk is strictly quasiconcave and the
best-response p̂k is single-valued for each FU.
Proof. The proof of Lemma 3.2.3 is derived from investigating the quasiconcavity of the FU payoff functions. In order to prove Lemma 3.2.3, we first
show that the utility function uk in Gf is quasiconcave. We examine the αsuperlevel set of uk (pk , p−k ) in pk , which is equivalent to the 0-superlevel set
of fα (pk , p−k ):

Pk,0 = pk fα (pk , p−k ) ≥ 0, 0 ≤ pk ≤ pmax
k ,

(3.2.10)

fα (pk , p−k ) = W log(1+γk )−(λk hk,0 pk + α)(pk + pa ) .
We note that fα (pk , p−k ) is a concave function, so Pk,α is convex from the
λ∗ , pk , p−k ) is
definition of convexity. By the definition of quasiconcavity, ui (λ
quasiconcave in pk .
Then, we show that ui (pk , p−k ) is strictly quasiconcave in pk so the BR
is a global maximum and thus single-valued. Without loss of generality, we
consider the power allocation p̂k ∈ [0, pmax
k ] with uk (p̂k , p−k ) = α. We assume
that a different power allocation p̃k satisfies uk (p̃k , p−k ) ≥ uk (p̂k , p−k ). Correspondingly, fα (p̂k , p−k ) = 0 and fα (p̃k , p−k ) ≥ 0. Note that for fα (p̂k , p−k ) = 0,
we have:
W log(1 + Gk pk ) = (λs hk,0 pk + α)(pk + pa ),
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(3.2.11)

in which Gk is given in (3.2.6). The right-hand side of (3.2.11) is a strictly increasing concave function and the left-hand side is a strictly increasing convex
max
function in [0, pmax
k ]. Then the solution to fα (p̂k , p−k ) = 0 is unique in [0, pk ],

so fα (p̃k , p−k ) > fα (p̂k , p−k ). Based on the definition of concave function, the
following inequality also holds for 0 < δ < 1:
fα (δ p̂k + (1 − δ)p̃k ) ≥ δfα (p̂k ) + (1 − δ)fα (p̃k )
> fα (p̂k ) = 0.

(3.2.12)

Therefore, the condition for strict quasiconcavity holds as uk (δ p̂k +(1−δ)p̃k ) >
min (uk (p̃k , p−k ), uk (p̂k , p−k )) = α. Then, Lemma 3.2.3 is a direct conclusion
based on Lemma 3.2.2.
Based on Lemma 3.2.3, we can further prove that the BR of FU k has the
following properties, and therefore is a standard function [34]:
i) positivity: p̂k > 0,
ii) monotonicity: for any p0−k , p−k ∈ P−k , if p0−k > p−k , then p̂k (p0−k ) ≥
p̂k (p−k ),
iii) scalability: ∀α > 1, αp̂k (p−k ) > p̂k (αp−k ).
For a non-cooperative game whose best-response functions are standard
functions, we have the following property in Lemma 3.2.4 [34]:
Lemma 3.2.4. If the best-response functions of a non-cooperative game G are
standard functions for all the players, then the game has a unique NE in pure
strategies.
By checking the aforementioned properties of a standard function in the
follower subgame, we can directly apply Lemma 3.2.4 and deduce the uniqueness of the pure-strategy NE in subgame Gf as Theorem 3.2.2:
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Theorem 3.2.2. Given any MBS strategy λ , the follower subgame (3.2.2) has
a unique NE if the following condition is satisfied
pa
hk,k pk
P
≥ .
Nk + h0,k p0 + j∈K hj,k pk
pk

(3.2.13)

Proof. Observing (3.1.5), we note that the maximum net-payoff function is
lower-bounded by 0 with pk = 0. Since the power vector is always nonnegative,
the positivity property in the BR for each FU k immediately follows Lemma
3.2.3.
P
We denote Ik (p−k ) = (Nk+h0,k p0+ j∈K\{k} hj,k pj )/hk,k . Noting that Ik (p−k )
is a strictly increasing function of p−k , monotonicity of p̂k (p−k ) can be illustrated by proving that function pk (Ik ) is monotonically increasing in Ik . From
(3.2.5) we obtain the necessary condition for pk to be the BR as

∂uk
∂pk

= 0, which

is equivalent to
ω(pk , Ik ) =

Since

∂pk
∂Ik

W (pk + pa )
pk
pk
− W (1 + ) log(1 + )
Ik
Ik
Ik
p
k
− λk hk,k (pk + pa )2 (1 + ) = 0.
Ik

∂ω ∂ω
= − ∂I
/ , we have
k ∂pk


∂ω
1
pk
=
ξ(pk )+W pk log(1+ )−W pa ,
∂Ik Ik2
Ik

where ξ(pk ) = λk hk,k (p2a pk + 2pa p2k + p3k ), and


1
p
∂ω
=−
ζ(pk ) + W log(1+ )
∂pk
Ik
Ik
where ζ(pk ) = λk hk,k (pa +pk )(pa +2Ik +3pk ). We note that
property of monotonicity holds iff

∂ω
∂Ik

(3.2.14)

(3.2.15)

(3.2.16)
∂ω
∂pk

< 0, then the

≥ 0. With the inequality of logarithmic

function given in [47], log(1 + x) ≥ x/(1 + x) for x ≥ −1, we obtain,



∂ω
1
W
2
≥ 2 ξ(pk )+
p − pa (Ik + pk ) .
(3.2.17)
∂Ik
Ik
Ik + pk k
43

Therefore,

∂pk
∂Ik

≥ 0 if p2k − pa (Ik + pk ) ≥ 0. Then, we obtain the condition for

p̂k (p−k ) to be monotonic as:
hk,k pk
pa
P
≥ .
Nk + h0,k p0 + j∈K hj,k pk
pk

(3.2.18)

The proof of scalability is based on Lemma 3.2.3. According to Lemma
3.2.3, there is a one-to-one correspondence between p̂k and γ̂k . We define
P
Jk (p−k ) = j∈K\{k} hj,k pj , then from (3.1.2) the BR can be written as
p̂k (p−k ) =
From

∂uk
∂pk

γ̂k (N0 + h0,k p0 + Jk (p−k ))
.
hk,k

= 0, we can prove that

∂γk
∂Jk

(3.2.19)

≤ 0 following the same procedure as

for proving monotonicity (which is omitted for conciseness). Therefore, γk
is a decreasing function of Jk . Since Jk (p−k ) is a standard function [45], we
realize that if α > 1, γ̂k (αp−k ) ≤ γ̂k (p−k ) and Jk (αp−k ) ≤ αJk (p−k ). Then,
monotonicity holds for p̂k (p−k ) since
p̂k (αp−k ) ≤

γ̂k (p−k ) (N0 +h0,k p0 +αJk (p−k ))
≤ αp̂k (p−k ).
hk,k

(3.2.20)

Therefore, p̂k (p−k ) is a standard function. Based on Lemma 3.2.4, we conclude
that the NE of the follower subgame (3.2.2) is unique.
Remark 3.2.1. If in subgame Gf the condition of Theorem 3.2.2 is satisfied,
the condition of Theorem 3.2.1 will also be satisfied. Equation (3.2.13) indicates that to ensure the uniqueness of the NE, the SINR of a FU should
be significantly greater than the ratio between its transmit power and circuit
power. Such a condition is guaranteed by our assumption of the network in
Section 3.1.
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We assume that the channel power gain hk,0 is known and the SINR γk can
be perfectly measured by each FAP. Then, based on Lemma 3.2.3, p̂k can be
solved locally with the bisection method [46]. Based on Proposition 3.2.1 and
Theorem 3.2.2, the asynchronous strategy-updating mechanism defined in [45]
can be directly applied to Gf . By Proposition 3.2.1, the convergence to the NE
is guaranteed from any arbitrary initial power vector. The strategy-learning
algorithm is summarized as Algorithm 3.1:
Algorithm 3.1 Asynchronous strategy updating
Require: each FU sets up an infinite increasing time sequence {Tki }k∈K for
scheduling strategy update.
1: for all t ∈ {Tki }k∈K do
2:
for all k s.t. t = {Tki } do
t−1
t
3:
given pt−1
−k , obtain pk = p̂k (p−k ) as in (3.2.9) with bisection.
4:
end for
5: end for

3.2.2

Approximate solution to the price of MBS

Now we assume that the strategies of the FUs are given as p from (3.2.9) and
consider the leader subgame Gl . For the subgame given by (3.2.1), the local
BR is given by (cf. (3.1.3))
!
λ = arg max
λ̂
λ 0

X

λk hk,0 pk

.

(3.2.21)

k∈K

To investigate the solution of (3.2.21), we first consider the feasibility
region for λk . We note from (3.2.9) that the maximum value of uk is lowerbounded by 0 (when pk = 0) and upper-bounded by ψ(γ̃k , p̃k ), where (γ̃k , p̃k ) =
arg max ψ(γk , pk ). Thereby, the price λk charged by the MBS is also upperbounded. Otherwise, if λk is too high (i.e., making ψ(γ̃k , p̃k ) < λs hk pk ), FU k
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will stop transmitting and be forced out of the power allocation game. With
the aforementioned bound on uk , we look for the constraint on λk in (3.2.9).
However, since uk in (3.2.9) is a transcendental function, it is difficult to derive a closed-form expression of the constraint on λk . Then, the challenge in
λ.
analyzing Gl is to find an efficient way to obtain the optimal price λ̂
By jointly investigating the leader and the follower subgames, we can show
that a finite, optimal price λ̂k for each FU coexists with the NE of the follower
subgame.
Theorem 3.2.3. In the Stackelberg game defined by (3.2.1) and (3.2.2), there
λ from the leader
exists at least one pure-strategy SE with finite price vector λ̂
game.
Proof. The proof is based on Theorem 3.2 of [34]. The existence of a purestrategy SE is guaranteed when each local strategy in the game is compact
and convex and the corresponding payoff function is quasiconcave. For the
FUs, quasiconcavity of uk (p, λ ) in pi is given by Lemma 3.2.3. For the MBS,
u0 is an affine function of λ , hence it is quasiconcave in λ . It is trivial that
p and λ are convex and compact, then based on Theorem 3.2 of [34], there
exists a pure-strategy NE in the game. Based on our discussion after (3.2.21)
on the fact that 0 ≤ λk < ∞, we can derive the relationship between the BRs
of the FUs and the MBS from
λ̃k =

∂uk
∂pk

= 0 as:

W G̃k
W log(1 + γ̃k )
−
,
hk (1 + γ̃k )(p̃k + pa )
hk (p̃k + pa )2

(3.2.22)

where p̃k and γ̃k are the local BR and the corresponding SINR. G̃k is given
by (3.2.6) in the proof of Theorem 3.2.1. For (3.2.22), the value of the righthand side expression is upper-bounded since 0 ≤ p̃k ≤ pmax
k . Therefore, λ̃k is
finite.
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Our approximate solution to the leader subgame is inspired by the pioneering work [31], which models the asymptotic behaviors of the equilibrium
power vector and the corresponding payments. We assume that each FU’s
behavior can be asymptotically modeled by two regions, the price-insensitive
region and the price-sensitive region. In the price-insensitive region, the FU’s
behaviors are hardly influenced by the price. In the price-sensitive region, the
local power allocation pk is driven toward 0. We note that the necessary condition for the NE of the FUs is given by (3.2.22). As λk → 0, the solution of the
BRs in the follower game will be independent of λk and can be approximated
by
(1 + γk ) log(1 + γk ) − W γk − W Gk pa = 0, k ∈ K,

(3.2.23)

where Gk is given by (3.2.6). From Lemma 3.2.3, the solution to (3.2.23) is
unique. Then the payment by FU k will be a linear function of λk , rk =
hk,0 p̂k λk .
On the contrary, as λk → ∞, ∀k ∈ K, pk → 0. From (3.2.22) we obtain:
h

p

k
W log(1 + k,k
)
W hk,k
Ik
−
,
hk,k λk (pk + pa ) =
Ik + hk,kpk
(pk + pa )

(3.2.24)

where Ik is the sum of interference plus noise defined in the proof of Theorem
3.2.2. With pk → 0, ∀k, (3.2.24) can be approximated as:
hk,k λk (pk + pa ) ≈

W hk,k
.
Nk + h0,k p0

(3.2.25)

and from (3.2.25) we obtain
pk ≈

W
− pa .
λk (Nk + h0,k p0 )

(3.2.26)

Based on (3.2.23) and (3.2.26) we obtain the following two-region asymptotic models for the FU behaviors:
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• Low-price asymptote as λk → 0:
 ∗
γk ≈ γ̂k ,
rk (λk , pk ) = hk,0 p̂k λk ∝ λk .

(3.2.27)

• High-price asymptote as λk → ∞:
pk ≈

W
− pa .
λk (Nk + h0,k p0 )

(3.2.28)

In (3.2.27), γ̃k is the equilibrium SINR when λk = 0. Since in the low-price
asymptote, rk increases with λk and in the high-price asymptote it decreases
with λk , the maximum payment must happen between the two regions. Then,
we can extend the two FU payment asymptotes toward each other until they
meet at the intersection price λak . With such an approximation, rk (λak , pk )
will be the maximum payment received from FU k. Combining (3.2.27) and
(3.2.28), we can obtain the intersection point for the two asymptotes as:
λak ≈

(p∗k

W
,
+ pa )(N + h0,k p0 )

(3.2.29)

where p∗k is the power allocation corresponding to the SINR γ ∗ in (3.2.27).
γ ∗ can be obtained by setting λ = 0 and solving (3.2.23) with the BR-based
asynchronous strategy-updating mechanism.

3.3

Learning for Power Allocation in
Discrete Stackelberg Game

In this section, we extend the analysis of the Stackelberg game described by
(3.2.1) and (3.2.2) to a more practical scenario where the FUs choose their
transmission strategies from a finite, discrete set of powers. In this case, the
conditions for the existence of NEs in the continuous game (i.e., Theorems
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3.2.2 and 3.2.3) are not satisfied anymore. Therefore, the properties of the
game need to be re-evaluated. Within the same game structure for (3.2.1) and
|P |

(3.2.2), we denote the discrete action set of the FUs by Pk = {p1k = 0, . . . , pk k }.
It is well known that every finite non-cooperative game has a mixed-strategy
NE [34]. For the follower subgame, we define the mixed-strategies of FU k
|P|
as π k = [πk1 , . . . , πk ], where πkj (pjk ) = Pr(pk = pjk ) is the probability for FU k

to choose the j-th action pjk ∈ Pk . Then, given any MBS price λ , there will
be at least one mixed-strategy NE for the FUs. Different from the previous
continuous game, the expected net payoff for FU k becomes
π k , π −k , λ ) =
uk (π

X

(ψk (pk , p−k )−λk hk,0 pk )

P

j

Y

πij ,

(3.3.1)

i∈K 1≤j≤|Pk |

p∈P

where

Y

πkj = 1, 0 ≤ πkj ≤ 1. Similarly, the expected revenue of the MBS

becomes
λ, π ) =
u0 (λ

X
k∈K

X

λk

πkj hk,0 pjk .

(3.3.2)

1≤j≤|Pk |

Due to the limit on information exchange, FU k can only attain its local
payoff uk (pjk , π −k ) each time when it chooses pjk and the other FUs adopt
the mixed strategies π −k . To ensure that each FU is able to learn its Nash
distribution π k , we adopt the Logit best response function (namely, the smooth
BR based on entropy perturbation) [48]:
exp(Ukt−1 (pjk , π −k )/τ )
,
t−1 i
1≤i≤|Pk | exp(Uk (pk , π −k )/τ )

π −i ) = P
βkt (pjk |π

(3.3.3)

where Ukt is the estimated expected payoff at time t. τ is a positive scalar (also
known as Boltzmann temperature) that controls the sensitivity of the BR to
perturbation.
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Based on the two-timescale strategy learning scheme [48], we introduce
two coupled stochastic learning processes to approximate Uk (pjk ) and πk (pjk ) in
(3.3.3) as,

Ukt (pjk ) = Ukt−1 (pjk )+α1t 1(πj (pj )) utk (pjk )−Ukt−1 (pjk ) ,
k k

j
t−1 j
t j
t
t
π −i ) − πkt−1 (pjk ) .
πk (pk ) = πk (pk )+α2 βk (pk |π

(3.3.4)
(3.3.5)

In (3.3.4) and (3.3.5), utk (pjk ) is the instant payoff observation at the FAP
π −i ) is the smooth BR given in (3.3.3). 1(πj (pj )) is the
in (3.1.5) and βkt (pjk |π
k

k

indicator function. 1(πj (pj )) = 1 if πkj (pjk ) = 1 and otherwise 1(πj (pj )) = 0. The
k

k

k

parameter sequence α1t and α2t satisfy the following conditions:

T
T
P
P

t

lim
α
=
+∞,
lim
(α1t )2 < +∞,

1

T
→0
T
→0

t=1
t=1

T
T
P
P
t
lim
α2 = +∞,
lim (α2t )2 < +∞,


T →0 t=1
T →0 t=1


t

α
2
 lim t = 0.
α
t→0

k

(3.3.6)

1

The conditions in (3.3.6) ensures that the learning of strategies changes on a
slower timescale than that of the action values. Based on Lemma 3.3.1 and
Lemma 3.3.2 given in [49], we can show in Theorem 3.3.1 that the proposed
learning processes in 3.3.3-3.3.6 converges.
Lemma 3.3.1. Consider game G with payoff function uk (s) for player k. If
the sequence of stochastic fictitious play converges, it also holds for game G̃
with payoff function ũk (s) = κk uk (s) + ϑ(sk ), in which κk is a positive constant
and ϑ(sk ) only depends on player k’s own behavior.
Lemma 3.3.2. Consider stochastic fictitious play starting from any arbitrary
π 0 . If G is a supermodular game, then
π k , π k ] for k) = 1
π 0k } ⊂ RP or ω{π
π 0k } ⊂ Mi ∩ [π
Pr(ω{π
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π 0k } is an invariant set of the solution trajectory starting from π 0k . RP
where ω{π
π k , π k ].
is the set of rest points (fixed points) and π k , π k ∈ RP such that RP ⊂ [π
Mi is a finite Lipschitz submanifold and every persistent non-convergence trajectory is asymptotic to one in Mi .
Theorem 3.3.1. With any arbitrary π 0 and Uk0 , the strategy-learning mechanism (3.3.3)-(3.3.5) almost surely converges to some fixed point if conditions
in (3.3.6) are satisfied. The probability of converging to a NE is non-zero.
Proof. The proof of Theorem 3.3.1 starts by investigating the supermodularity
property in the FU subgame. With a discrete power set, the expected payoff
function (3.3.1) can be rewritten as:
X
Y j X
π k , π −k , λ ) =
λk hk,0 pjk πkj ,
uk (π
ψk (pk , p−k )
πi −
p∈P

i∈K,j

(3.3.7)

j

π ) = κk ũk (π
π )+ϑ(π
π k ) with κk = 1. By Lemma 3.3.1, we
which is in the form uk (π
only need to check the game with payoff
X
Y j
π k , π −k , λ ) =
ũk (π
ψk (pk , p−k )
πi .
p∈P

(3.3.8)

i∈K,j

With Definition 3.2.3 and Lemma 3.2.1, it is easy to check that the game with
payoff function (3.3.8) and mixed strategies is a supermodular game. Based
on Theorem 6 of [48], the process of πkt produced by (3.3.3)-(3.3.5) will almost
surely be an asymptotic pseudotrajectory of the smooth BR dynamics:
π −k ) − πk .
π̇k = βk (π
Then, based on Lemma 3.3.2, for the game with payoff (3.3.8), the stochastic
fictitious play almost surely converges with any arbitrary initial π 0 . Following Lemma 3.3.1, convergence holds for the original subgame with payoff uk ,
proving Theorem 3.3.1.
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In the scenario of finite discrete strategies, it is even more difficult to
obtain an SE point for the MBS prices than in the continuous game. However,
by investigating the concavity of the payoff function for any element πkj or λk
π , λ ), we can show that there exists at least one
of the joint strategy vector (π
SE with MBS price in pure-strategy:
Theorem 3.3.2. With the discrete set of Pk , the Stackelberg game with the
payoff functions (3.3.1) and (3.3.2) has an SE composed of the mixed-strategy
π and the pure-strategy price λ̂
λ, which is finite in each λ̂k .
power allocation π̂
Proof. The proof for the existence of the SE follows directly from Theorem
π , λ ) is
1 of [50]. It is straightforward that the estimated payoff function Uk (π
linear (hence concave) in πki if λ and the rest of the elements of π are fixed.
π , λ ) is linear in λk with λ−k and π fixed. Therefore, following
Similarly, U0 (π
the discussion of Theorem 1 in [50] and the Kakutani fixed point theorem,
π ∗ , λ ∗ ) satisfying Definition 3.2.1.
there exists a fixed point (π
The proof of a finite λk in the SE is similar to that of Theorem 3.2.3. If we
λ, π ) is an SE, then from (3.3.1) we obtain ∀k ∈ K, 1 ≤ j ≤ |Pk |,
assume that (λ
∂uk
∂πkj

= 0, which is equivalent to
X

ψ(pjk , p−k )

p−k

Y

i
πm
= λk hk,0 pjk .

(3.3.9)

m6=k,i

Similar to the continuous-game scenario in Theorem 3.2.3, we can verify that
λ, the equation array given by
as λk → ∞, πk1 → 1 and u0 → 0. We note that ∀λ
(3.3.9) always has a solution since the mixed-strategy NE exists. With (3.3.2)
and (3.3.9), we can obtain
u0 =

X X ψ(pjk , p−k )πkj
k

Q

hk,0 pjk

pjk ∈Pk

52

m6=k,i

i
πm

,

(3.3.10)

which must have a non-zero maximum value. Therefore, we can always find a
finite λk that maximize (3.3.2) with the NE of the follower game, Otherwise,
it will contradict with the fact that u0 → 0 as λk → ∞.
Following our discussion, we propose as Algorithm 3.2 an approximate
pricing mechanism based on the myopic best response:
Algorithm 3.2 Heuristic price updating
Require: The MBS sets λk = 0 and the FUs arbitrarily initialize π 0k .
1: while the cross-tier SINR requirement (3.1.1) is not met do
2:
while not converged do
3:
∀k ∈ K, FU k updates π k with (3.3.3)-(3.3.5).
4:
end while
5:
∀k ∈ K, FU k report π k to the MBS.
6:
The MBS announces the prices λk :
P
Q
j
p∈P ψk (pk , p−k )
i∈K,j πi
,
(3.3.11)
λk =
P
j j
j hk,0 pk πk
7:

end while

3.4

Numerical Simulation Results

The objective of this section is to provide insight into the impact of pricing
on the network performance at the equilibrium, and the influence of strategy
discretization on the learning process. In the simulation, we assume that the
FAPs are randomly located indoors within a circle centered at the MBS with a
radius of 300m. Each FU is placed within a circle centered at the corresponding
FAP with a radius of 15m. The channel gains of the transmitter-receiver pairs
are generated by a lognormal shadowing pathloss model with hi,j = d−k
i,j , in
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which k is the pathloss factor, k = 4 for the FUs and k = 2.5 for the MU. The
parameters used in the simulation are summarized in Table 3.1.
Table 3.1: Main Parameters Used in the Femtocell Network Simulation
Parameter
Value
Shared Bandwidth W
1MHz
max
Maximum MU transmit power p0
27dBm
min max
Feasible region for FU transmit power [pk , pk ] [0, 20]dBm
Additional FU circuit power pa
3dBm
AWGN power Nk , k = 0, . . . , K
−40dBm
SINR threshold of the MU
3dB

3.4.1

Continuous game equilibrium analysis

In the first simulation, we study the influence of the MBS price λ on the
equilibrium of the follower subgame with 6 FAPs. For the convenience of
demonstration, we suppose that the MBS charges an identical price to each
FU-FAP link. Figure 3.1 provides the payoffs evolution of both the MBS and
the FU-FAP links at the follower-game NE as the uniform price increases. We
note in Figure 3.1.b that there exists an optimal value of λ to maximize the
MBS revenue, which provides an experimental evidence for Theorem 3.2.3.
We also note from Figure 3.1.a and 3.1.b that there exists a plateau region in
which the average power efficiency remains almost the same while the MBS
revenue keeps increasing. This means that without undermining the social
welfare of the femtocells, the MBS is able to control the cross-tier interference
by choosing the price within the plateau region.
We note from Figure 3.1 that at the optimal MBS price (i.e., the SE
point), the FU performance dramatically degrades from the optimal condition.
This leaves room for the MBS to trade a portion of the revenue for a socially
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Figure 3.1: Influence of the unit interference price on the NE of the continuous
follower-game. (a) Average power efficiency at the NE vs. the unit price λ;
(b) total revenue collected by the MBS at the NE vs. the unit price λ.
better performance. Following the first simulation, we investigate the network
performance at the proposed price (3.2.29) as the number of FAPs varies. In
Figures 3.2 and 3.3, the user performance at the proposed price is compared
to that at the accurate SE price, and that with no price (λ = 0). The accurate
SE price is obtained using a semi-exhaustive searching method with bisection,
and the utilities are obtained from Monte Carlo simulation. Figure 3.2 shows
that at the proposed price a better FU performance can be achieved (Figure
3.2.b) at the cost of losing a significant portion of the MBS revenue (Figure
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Figure 3.2: MBS revenue and FU power efficiency at the SEs. (a) MBS revenue
vs. the number of FAPs; (b) FU power efficiency vs. the number of FAPs.
3.2.a). However, by measuring the expected SINR of the MU in Figure 3.3,
we note that such trade-off is worthwhile since the performance deterioration
of the MU is small when compared to the gain in the FU performance. Again,
Figure 3.2.b and Figure 3.3 shows the fact that with no externality, the network
performance can be heavily impaired (see curve “No price, λ = 0”).

3.4.2

Discrete game equilibrium analysis

Since we are interested in the impact of strategy discretization on the network
performance, we adopt for the discrete game the same network setup as in the
first simulation. The parameters for the self-learning algorithm are given in
Table 3.2. To compensate for the divergence caused by the self-learning algorithm (Theorem 3.3.1), we examine the expected user utilities with a Monte
Carlo simulation. For the convenience of demonstration, we also suppose that
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Figure 3.3: Expected equilibrium SINR at the MU vs. the number of FAPs.
the MBS places an uniform price. The simulation results are shown in Figure
3.4.
Table 3.2: Main Parameters Used in the Self-Learning Algorithm
Parameter
Value
Boltzmann temperature τ
1
t
t
Learning rate for Uk and π k
1/t and 1/t2
Number of candidate power M
M =6
j
j
min
Power sampling equation
pk = (1 − M )pk + Mj pmax
k

Figure 3.4.b shows the existence of an optimal λ that maximizes the MBS
revenue. It can be interpreted as an experimental evidence of Theorem 3.3.2.
Comparing Figure 3.4.a and Figure 3.1.a, we note that in the discrete follower
game (Figure 3.4.a), the “plateau” region extends to λ → 0. It means that
different from the case of continuous game (Figure 3.1.a), lacking an external
price does not severely undermine the social performance of the FUs. However,
the femtocell network may suffer from discretization of the power space and
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Figure 3.4: Influence of the unit interference price on the NE of the discrete
follower-game. (a) Expected average power efficiency at the NE vs. the unit
price λ; (b) total revenue collected by the MBS at the NE vs. the unit price
λ.
only achieve approximately 1/2 of the performance in the continuous game at
most of the NEs.
Figure 3.5 shows the user performance at the proposed price with Algorithm 2, the accurate SE price and zero price, respectively. The comparison
in Figure 3.5 shows that the FU performance at the proposed price is the
best of the three. However, from Figure 3.5.b we note that without a pricing
scheme, the FUs can still achieve a good performance level. As the number
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Figure 3.5: Expected MBS revenue and FU power efficiency at the SEs in the
discrete strategy space. (a) MBS revenue vs. the number of FAPs; (b) FU
power efficiency vs. the number of FAPs.
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Figure 3.6: Expected transmit power vs. the number of iterations.
of FAPs increases, we can observe a deterioration in the FU performance. It
means that mixed-strategies NE in the discrete game is not as good as the
continuous-game NE in maintaining the performance when the size of the network increases (see Figure 3.2.b).
Finally, we demonstrate in Figures 3.6 and 3.7 the convergence of the
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Figure 3.7: Power selection probability vs. the number of iterations by FU 1.
self-learning algorithm in the discrete game with 6 FUs. Figure 3.6 shows
a snapshot of FUs’ transmit-power evolution during the learning process of
Algorithm 2. Figure 3.7 shows the corresponding strategy evolution for FU 1.
By running the simulation multiple times, we observe that most of the learning
processes converge within 600 iterations.

3.5

Chapter Summary

In this chapter, we have formulated the price-based power allocation problem
in the two-tier femtocell network under the framework of the Stackelberg game.
We have provided a theoretical analysis of the equilibria properties in the scenarios of continuous FU power space and discrete power space, respectively.
To learn the NE of the follower game with limited information exchange, we
have proposed two self-organized learning algorithms, one for each situation.
We have also provided a theoretical proof for the convergence of the learning
algorithms. Our simulation results provides important insight in the different
impact of the pricing mechanism on the network performance for the continuous game and the discrete game scenarios. In the simulation, we have also
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shown the efficiency of the proposed heuristic price-searching mechanism in
the game. Our study provides an alternative way of designing the resource
allocation protocols since no inter-cell information exchange is required in the
femtocells.
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Chapter 4
Learning for Joint
Channel-Power Allocation in
Self-Sustainable Wireless
Networks
Recent years has seen a surge in the energy consumption by cellular networks, which has already been considered a major source of the global CO2
emission. Specifically, Base Stations (BSs) and backhaul networks are responsible for most of the energy consumption therein, with energy demand still
growing at a rate of 16-20% per year [51]. With the increasing concerns on
reducing CO2 emissions, significant efforts have been made toward designing
more environmentally friendly wireless networks. Across the substantial body
of research on improving energy efficiency in wireless networks ([51, 52] and
references therein), new techniques are proposed from both the BS perspective
(e.g., cell zooming and cooperative switching-off) and the end-device perspective (e.g., cooperative relaying and dynamic cell selection).
Apart from network-oriented approaches to green network design, recent
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Figure 4.1: An example of a microgrid with five BSs, in which the power source
is installed as a combination of different green power generators.
studies have also re-evaluated the role of the power supply. Thanks to the development of renewable energy and smart grid technologies, it is now practical
to power a small number of cell sites by local renewable electricity generators in
a microgrid configuration [53] (see Figure 4.1). A typical microgrid consists of
an energy storage system and a low-power electricity generation system. The
power generator can be deployed flexibly according to local conditions based
on different technologies (such as fuel cells, photo-voltaic, micro-turbines, etc).
Owing to the accessibility to the microgrid controller, it is possible to jointly
control the power supply and the BS operation to improve the power efficiency
as well as the network resilience. The benefit of such a self-sustained network
has been demonstrated in the commercial practices of Ericsson and Huawei in
areas that lack access to a conventional power grid, and in the recent research
on sustaining wireless services during natural disasters [54].
In this chapter, we study the resource allocation problem in an OFDMAbased cellular network which is powered by a renewable-energy microgrid. Due
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to the power instability caused by the increased adoption of green sources, the
electric power system faces a conflict between the transmission-driven power
demand from the network and the limited power supply from the microgrid.
To establish a self-organized, sustainable resource management mechanism,
we model the joint power-transmission control in the network as a two-level
Stackelberg game [34]. On the cellular network level, we model the interaction
between the BSs and the mobile users as an auction-based follower game. In
order to solve for the subgame equilibrium, we propose a joint power-subcarrier
allocation algorithm in the form of iterative combinatorial auction [55]. On
the microgrid level, the power supply control is modeled as the leader game.
To improve the sustainability of the microgrid, we propose a pricing-based
method for the microgrid to adjust the power demand from the network level.
Theoretical analysis is provided to show the effectiveness of the proposed algorithm.

4.1

System Model

We consider an OFDMA-based cellular network that is divided into a number
of “Sustainable Wireless Areas” (SWA). As demonstrated by Figure 4.1, each
SWA is composed of several BSs and self-organized as a stand-along microgrid.
The electric power in each microgrid is provided by an independent group
of renewable power generators. To manage the variability in the renewable
sources due to weather conditions, the renewable power is diversified by using
different sources (from wind turbines and solar panels in the present case). In
addition to the renewable energy source, the BS batteries are coordinated by
a Central Power Controller (CPC) to adjust the electricity output by storing
the energy surplus for later use.
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4.1.1

Energy generation and consumption profile

We assume that the microgrid operates in a time-slotted manner. During one
time slot, the energy charge and depletion rates are assumed to be invariant2 .
Then, the energy dynamic of a SWA can be described by the following linear
model:
Es (t + 1) = Es (t) + αEc (t) − Ed (t),

(4.1.1)

where Es (t), Ec (t) and Ed (t) are the total energy storage, the energy charge
and the energy depletion at time slot t, respectively. 0 < α < 1 is a factor for
charge inefficiency.
We consider a hybrid energy source comprised by a photovotaic (PV) array
and a wind turbine. Based on the empirical studies of green power generation
[54, 56], the variability of the output power can be modeled as Markov chains
by representing the operational state (see [56]) of the PV array and the wind
turbine with a number of discrete levels3 . We denote the operational state of
the PV array and the wind turbine by ss ∈ Ss and sw ∈ Sw , respectively. Then,
we can express the energy charge as Ec (sts , stw ) = T (ps (sts ) + pw (stw )), where T
is the duration of time slot t, ps and pw are the output power of the PV array
and wind turbine in their respective states.
The energy consumption of a SWA, on the other hand, is determined by
the load of the BSs therein. According to [57], the power consumed by one
BS can be broken down into a power supply and maintenance component,
and a transmission service component. We consider a typical setup of multiple Macro/Micro BSs, and adopt a linear power consumption model [57] as
2

In reality we work with the average value over the duration of each time slot.
The energy generation in the daytime and nighttime can be modeled by Markov chains
with different parameters.
3
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Edk = T (p0 + δp pk (t)), where p0 is the minimum output power when no load
is serviced, δp is the slope of the load dependent power (i.e., the downlink
transmit power) and pk (t) is the transmit power in slot t.

4.1.2

Joint subcarrier-power allocation for mobile
stations

We consider a generic scenario where a SWA contains K BSs and the total
bandwidth W is divided into N subcarriers. During time slot t, the BSs
receive the transmission request from M Mobile Stations (MSs). For each
BS, one subcarrier can be assigned to no more than one MS at the same time.
Meanwhile, each MS can only subscribe to a single BS during one time slot. We
assume that perfect instantaneous channel information is available at each BS,
and the intercell interference over each subcarrier is treated as noise4 . Then,
for a MS m served by BS k over subcarrier n, the Signal-to-Interference-plusNoise-Ratio (SINR) can be written as follows (in what follows, we omit the
time slot indicator t for brevity):
m
m m
βkn
= gkn
pkn /σ 2 ,

(4.1.2)

m
is the power gain, pm
where gkn
kn is the transmit power over the subcarrier, and

σ 2 is the interference-plus-noise power. We assume Automatic Retransmission reQuest (ARQ) with perfect error detection. Then, adopting the effective
throughput model in [29], we can obtain the throughput achieved over a subcarrier as a function of the Bit-Error-Rate (BER):
m
m
m B
m
rkn
(pm
kn , ckn ) = ρR [1 − pe (βkn , ckn )] ,
4

(4.1.3)

If a SWA is deployed as part of a large wireless network and both the MSs and BSs are
randomly distributed, the intercell interference to each MU can be treated as a standard
M/M shot noise [58].
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where ρ is the ratio of effective load to a packet length B, R is the transmit rate
over the subcarrier, and pe (βin , cm
kn ) is the BER function, which is determined
m
by both the SNR βkn
and the code/modulation type cm
kn [29].

From the perspective of a BS, it is natural to allocate the power and code
type over a subcarrier according to energy efficiency. Therefore, power and
code type allocation for a potential link from BS k to MS m over subcarrier n
can be pre-calculated as:
pm
kn
m
m
pkn ,ckn r (p , cm )
kn kn kn
s.t. 0 < pm
kn ≤ pkn ,

∗
m ∗
{(pm
minm
kn ) , (ckn ) } = arg m

(4.1.4)

where pkn is the power limit over one subcarrier. Given the to-be-allocated
∗
m ∗
transmit parameters (pm
kn ) and (ckn ) , the MSs evaluate the spectrum effi-

ciency of each subcarrier as
m
m ∗
m ∗
um
kn = rkn ((pkn ) , (ckn ) ) .

(4.1.5)

Considering the power and bandwidth budget for transmitting to one MS,
we limit the maximum number of subcarriers to be allocated to MS m as αm .
We also limit the minimum number of subcarriers to be allocated to MS m
as αm , which reflects the QoS requirement by each MS. By considering that
the BSs are able to work cooperatively, the resource allocation problem can
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be formulated as
{dm
kn }

= arg max
m

{dkn }

M X
K X
N
X

m
dm
kn ukn

m=1 k=1 n=1
K X
N
X

s.t. αm ≤

dm
kn ≤ αm , ∀m

(4.1.6a)

(4.1.6b)

k=1 n=1
M
X
m=1
N
X

dm
kn ≤ 1, ∀k, ∀n
dm
kn

N
X

n=1
n=1
N
M
K
XXX

(4.1.6c)

dm
jn = 0, ∀k 6= j, ∀m

(4.1.6d)

m
dm
kn pkn ≤ p.

(4.1.6e)

m=1 k=1 n=1

In (4.1.6a), dm
kn ∈ {0, 1} is a binary variable that indicates if MS m chooses subm
carrier n from BS k (dm
kn = 1) or not (dkn = 0); (4.1.6b) indicates the constraints

on the number of subcarriers that can be assigned to one MS; (4.1.6c) ensures
that for any BS, each subcarrier can only be assigned to one MS; (4.1.6d)
reflects the assumption that one MS can only choose a single BS for the transmission during one time slot; (4.1.6e) is the power consumption constraint
and p is the upper limit on the supplied power. Problem (4.1.6a)-(4.1.6e) is
a binary programming problem with nonlinear constraints. It is similar to
a set-packing problem [55], which is known to be NP-complete. Due to the
excessive computational complexity and memory requirements, optimizationbased solutions such as branch-and-bound algorithm appear less attractive for
practical implementation. Moreover, it still remains an open issue to design
a power control mechanism that can balance between the variable power supply and the transmission demand by the network. Therefore, it is necessary
to design a resource allocation mechanism that is not only computationally
tractable, but also able to properly sustain the long term SWA operation.
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4.2

Hierarchical formulation of resource
allocation

We assume that the CPC uses the energy price to control the power demand
and charges the network for what is consumed. The resource allocation process within a SWA is modeled in two stages. In the first stage, the CPC
adjusts the power price according to its energy state and estimated future
power demand. In the second stage, the BSs and the MSs in the SWA jointly
determine the subcarrier-allocation scheme based on the network power purchase budget. We note that the three parties, namely, the CPC, the BSs and
the MSs demonstrate conflicts in their private interest. In this sense, we can
again model the resource allocation process as a Stackelberg game [34]. In
the Stackelberg game framework, the CPC is modeled as the leader, while the
BSs and the MSs are modeled as the followers. With backward induction, we
start the system analysis by modeling the BS-MS interactions as a follower
subgame.

4.2.1

Subcarrier scheduling as combinatorial auction

We first focus on the BS-MS interaction and assume a fixed unit power price
λ. Based on (6), we model the joint power-subcarrier allocation process as an
auction game. Since the BSs work cooperatively, they can be considered as
a super auctioneer who owns multiple unique assets (i.e., K ×N subcarriers)
for sale. Each MS is considered as a buyer who bids to get a certain subset
(package) of subcarriers from one BS. For the BSs, a virtual price qkn for
each subcarrier is introduced to help determine the package transactions. We
denote the set of all possible subcarrier packages by D = {D1 , . . . , D|D| }, in
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which an element package Dj = [dj11 , . . . , dj1N , dj21 , . . . , djKN ] should satisfy the
conditions (4.1.6b) and (4.1.6d) in order to be a feasible allocation. Note that
here we slightly abuse the notation djkn ∈ {0, 1} with j being the package ID.
By using D, we can replace the subcarrier-allocation indicator in problem (6)
with the packet assignment indicator, which is denoted as xmj ∈ {0, 1}. xmj = 1
indicates that Dj is assigned to MS m. In the auction, the goal of the BSs
is to maximize the total revenue by selling subcarrier packages. Meanwhile,
each MS aims at purchasing the package that maximizes its own spectrum
efficiency.
In order to address the impact of the power price by the CPC, we modify
m
(4.1.5) and express each MU’s valuation for one subcarrier as um
kn −λpkn . Then,

the private valuation of package j by MU m can be expressed as:
j
vm
=

X
djkn ∈Dj

m
djkn (um
kn − λpkn ) .

For package Dj , the ask price by the BSs can be written as q j =

(4.2.1)
P

djkn ∈Dj

djkn qkn .

j
− qj ,
Based on (4.2.1), MU m’s payoff can be expressed as πm (Dj , Q, λ) = vm

where Q is the price set, Q 3 q j , ∀j. We define the subcarrier-allocation
vector as X = [xmj : ∀m, j], then the BS revenue can be expressed as
P
Π(X, Q) = m,j xmj q j . Observing the MS/BS payoff function and the allocation requirement, we note that the subcarrier auction game has the following
properties:
1) The auction is combinatorial, since a MS can submit a request for more
than one subcarrier (i.e., in a package).
2) The bidding language is XOR, for a MS can bid for multiple subcarrier
packages but win at most one of them.
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3) The auction is of linear price according to (4.2.1), which means that a
package price is equal to the sum of the prices over all the items in that
package.
4) The price is anonymous, namely, for any MU m 6= j, the price of the
same package is the same.
According to the above properties, the subcarrier auction game falls into
the category of the combinatorial auction [55]. To study the relation between
the original resource allocation problem (6) and the auction game, we introduce
the concept of Competitive Equilibrium (CE) [59]:
Definition 4.2.1 (Competitive Equilibrium). In the combinatorial auction,
prices Q and allocations X ∗ are in competitive equilibrium if
∗

∗
j
πm
(Di:xmi =1 , Q, λ) = max
(vm
− q j ), ∀m,
j
D ∈D
X
∗
Π(X , Q) = max
xmj q j ,
X∈X

(4.2.2)
(4.2.3)

xmj ∈X

in which X is the set of all the feasible allocations.
If we ignore the power supply constraint (4.1.6e) for a moment and replace unkn in the objective function of (6) with the subcarrier evaluation in
(4.2.1), problem (6) would be equivalent to the efficient Combinatorial Allocation Problem (CAP) [55] in the subcarrier auction. Based on the definition
of the private valuation and package assignment indicator, we can derive a
new optimization problem from (4.1.6a)-(4.1.6d) as the CAP in its standard
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binary-linear-programming form [55]:
X ∗ = arg max

{xmj }

s.t.

X

X

j
xmj vm

(4.2.4a)

1≤m≤M 1≤j≤|D|

X

xmj ≤ 1,

∀m,

(4.2.4b)

1≤j≤|D|

X

X

djkn xmj ≤ 1,

∀n, k.

(4.2.4c)

1≤j≤|D| 1≤m≤M

We note that (4.2.4b) guarantees that each MS can win no more than one allocation, and it is similar to the constraint in (4.1.6d). (4.2.4c) guarantees that
the packages with overlapping items can never be assigned, and is equivalent
to the constraint in (4.1.6c). It is also worth of noting that the constraint in
(4.1.6b) (and partly in (4.1.6d)) has already been addressed when determining
the set of possible subcarrier packages D. The connection between the optimization problem in (4.2.4a)-(4.2.4c) and the combinatorial auction game is
established by the following theorem:
Theorem 4.2.1 ([60]). The combinatorial subcarrier auction solves the efficient CAP problem in (4.2.4a)-(4.2.4c) iff it realizes a set of CE prices and
an allocation that is supported in the CE.

4.3

4.3.1

Iterative Learning for Subcarrier
Allocation
Iterative auction mechanism for subcarrier
allocation

Theorem 4.2.1 reveals that instead of directly solving the NP-complete CAP in
(4.2.4a)-(4.2.4c), we can obtain the efficient subcarrier allocation by looking for
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a CE with a computationally tractable auction process. Thereby, we propose
an iterative subcarrier auction mechanism based on the auction design in [60]
where the bid-allocation choices are determined by an iterative, ascending
price-asking process. Briefly stated, the auction is in the form of a general
English auction and carried out in multiple rounds. In every round, the BSs
announce the ask price for each package and the new bids are collected from
the MSs. At the end of each round, a proper allocation is announced according
to the bids and the ask prices in this round. Based on the bidding result per
round, the prices of relevant packages will be increased in the next round, until
the state of the auction satisfies some termination condition.
We say that MS m adopts a Straightforward Bidding (SB) strategy when
its demand set is formed by the packages that myopically maximize its own
payoff πm . Given an ask price set Q, we define the -SB set of a MS as the
demand set that is within  of maximizing its payoff based on the SB strategy:
i
Bm (Q) = {Dj : πm (Dj , Q, λ) ≥ max
(vm
−q i )−, Dj ∈ D}.
i
D ∈D

(4.3.1)

In each round, the BSs need to determine the package allocation given the
demand set Bm of each MS. This is known as the Winner Determination
Problem (WDP) [55]. To formulate the WDP, we denote the bid price for
package Dj by MS m as bjm . Similarly to (4.2.4a)-(4.2.4c), the WDP can also
be formulated as a binary linear programming problem:
X̃ ∗ = arg max

{xmj }

s.t.

X

X

1≤m≤M

j:Dj ∈B

X
j:Dj ∈B

xmj bjm

(4.3.2a)

m

xmj ≤ 1,

∀m,

(4.3.2b)

m

X
1≤m≤M

X

djkn xmj ≤ 1,

j:Dj ∈B

m
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∀n, k.

(4.3.2c)

Then in each round, the auctioneer only needs to solve the WDP according
to the submitted bids Bm , Although still being a NP-complete problem, the
new WDP in (12) is much smaller when compared with the original problem
in (4.2.4a)-(4.2.4c). When small enough, (12) can be directly solved by an
integer-programming based algorithm. Also, its solution can be approximately
obtained by algorithms that may be a greedy algorithm or a tree-search based
algorithm [61]. In this section, we adopt the greedy approximation in [61] to
solve the WDP.
After the WDP is formulated for each round, we are ready to define the
rules for updating the bidding prices and the ask prices. For the MSs, the
rules of bidding are set as follows:
1) For any MS to continue bidding for the same package, the bids must be
at least the same as the current ask price.
2) If a MS wins one allocation in the current round according to the solution
of the WDP (12), it must resubmit the bid for the same package in the
next round. However, the resubmitted bit for the allocated subcarrier
package from the previous round can be less than the ask price.
3) For any MS, a submitted bid that is less than the ask price will be its
final price, which means that it will not be able to improve the bidding
price for that package anymore.
We say that a bidder is unhappy if it does not receive any package allocation
in the current round. We define the rules for the ask price evolution as follows:
1) The ask price of package Dj is increased when at least one MS bidding
for Dj is unhappy. We denote the set of unhappy MSs by Mu , then the
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ask price is updated as:
j
qi+1
= max(qij ,

max

m∈Mu ,Dj ∈B m

bjm + ),

(4.3.3)

where i is the index of the auction rounds.
2) The auction is terminated either when each of the MSs receives a package,
or when all the MSs submit the same bids in two consecutive rounds.
Formally, we present the iterative combinatorial subcarrier auction mechanism
in Table 4.1. Convergence of the iterative auction is guaranteed under the
proposed auction rules according to Theorem 4.3.1 [60]:
Theorem 4.3.1. The iterative subcarrier auction terminates in finite rounds
and is within a bound of 3 min{K×N, M } of the optimal payoff by the solution
of the CAP in (4.2.4a)-(4.2.4c).

4.3.2

Power price adjustment for subcarrier demand
control

Observing (4.2.1)-(4.2.4a), we note that the subcarrier allocation X ∗ is the
result of point-to-set mapping from R+ (λ ∈ R+ ) into the power set 2X , where
X is the set of all possible package allocations. Then it is natural to consider
that the objective of the CPC is to maximize its revenue:


X
X j
.
λ∗ = arg max W = λ
xmj (λ)
dkn pm
kn
λ

xmj

(λ)∈X ∗

(4.3.4)

djkn ∈Dj

Since the solution to (4.3.4) does not automatically prevent over-drain of energy, we also need to guarantee that the total allocated power is properly
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Table 4.1: Iterative subcarrier auction mechanism
Initialization:
The BSs set up the package set D and the price increment step . The
j
based on the current power price
MSs initialize their private valuation vm
j
λ. The initial ask price is set to qi = 0.
Iterative Auction Round i:
1. The MSs submit their bids based on their myopic -SB set Bm , which
is obtained according to (4.3.1). The demand sets and the bid prices are
adjusted according to the rules of bidding 1)-3).
2. The BSs generate the new allocation according to the solution of the
WDP in (12) and announce it to the MSs.
3. The BSs check for the packages that are in the bid set of the unhappy
MSs. The ask prices are updated according to (4.3.3).
4. The BSs check the termination condition according to the rule for the
ask price evolution 2). If it is not satisfied, the auction round index i is
incremented, and a new auction round is started by looping to step 1.
limited. From the structure of (4.2.1) and (4.2.2), we note that λ is upperm
bounded. Otherwise, when λ is too large and makes λ > max(um
kn /pkn ), ∀k, n, m,

all the MSs will be forced to stop from requesting subcarriers. The reason is
straightforward: according to (4.2.2), for an individually rational MS, to stop
transmitting will result in a zero payoff, which will be the CE strategy when
the payoff in all the other cases is negative. Therefore, based on Theorems
4.2.1 and 4.3.1, we have the following proposition:
Proposition 4.3.1. With the proposed auction mechanism, a power price λ̃
can always be found to satisfy the power constraint:
X
xmj (λ̃)∈X ∗

xmj (λ̃)

X

djkn pm
kn ≤ pT ,

(4.3.5)

djkn ∈Dj

where X ∗ is the subcarrier allocation by the auction and pT > 0 is a power
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Table 4.2: Bisection Based Power Price Updating
Initialization:
Obtain the power threshold pT according to (4.3.6). Set the lower price
m
as λl = 0 and the upper price as λu = 2 max(um
kn /pkn ), ∀k, n, m. Initialize
the CPC revenue record as W = 0.
Repeat:
1. Set λt = (λl + λu )/2.
2. Run the iterative auction algorithm according to Table 4.1 to obtain
the power and subcarrier allocation.
3. Check the feasibility of (4.3.5). If (4.3.5) is feasible, set λu ← λt ,
otherwise set λl ← λt .
4. If (4.3.5) is feasible, calculate the CPC revenue Wt according to (4.3.4).
If Wt > W , set W ← Wt .
5. If Wt < W or |λt − λt−1 | < θ, exit the loop.
threshold.
With Proposition 4.3.1, we are now ready to determine the power consumption constraint for (4.3.4). We consider that the SWA is required to
maintain its energy storage above a critical level, which is given by Es (t).
Then based on (4.1.1) and the model of BS power consumption in Section
II-A, we can obtain the threshold for time slot t as follows:
pT (t) =


1
Es (t − 1) + αEc (t) − Es (t) − Kp0 T .
δp T

(4.3.6)

We consider that Es (t) is a pre-known value and is determined by the expected
energy storage in different charge states.
It is difficult to find the exact Stackelberg equilibrium of the auction based
resource allocation process, namely, the set Q, X ∗ and the price λ∗ that solve
(4.3.4) and satisfy (4.2.2) and (4.2.3) at the same time. However, it is possible
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Figure 4.2: The follower subgame (i.e., the subcarrier auction game) performance evolution during one time slot. (a) Total effective throughput v.s.
auction rounds; (b) average power consumption v.s. auction rounds.
to find a suboptimal solution to (4.3.4) that is guaranteed to satisfy the constraint (4.3.5) given the dynamic threshold in (4.3.6), since the power price
upper bound can be easily calculated according to our previous discussion.
For this, we propose a bisection-based, heuristic updating algorithm to solve
(4.3.4). The algorithm is described in Table 4.2, where θ is the convergence
m
threshold. The power price λ is initialized as 2 max(um
kn /pkn ) to ensure that

the power constraint (4.3.5) can be satisfied.

4.4

Simulation Results

In this section, a series of simulations are conducted to evaluate the performance of the proposed joint power-subcarrier allocation mechanism. In the
simulation, we consider a single SWA that is powered by one 10 kW wind turbine and six 0.24 kw solar panels. The time series of energy generation data is
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synthesized based on the data collected by the Golisano Institute for Sustainability, Rochester Institute of Technology5 . We assume that the SWA consists
of 3 BSs, each of which has 16 subcarriers. We also assume that the MSs are
distributed within an area of 1km following a Poisson point distribution. The
other SWA configuration parameters are given in Table 4.36 .
Figure 4.2 shows the SWA performance evolution in the subcarrier auction
subgame in a single time slot. Figure 4.2(a) shows the total effective throughput changes in the multi-round auction. We note that as the MS number
increases, the total throughput will keep increasing until the network becomes
congested, namely, the subcarriers are in demand surplus (see the curves from
“M=20” and “M=30”). Figure 4.2(b) shows the impact of the MS number on
the network from another perspective: as the number of MSs increases, the
average power to transmit to each MS decreases. It means that the average
number of subcarriers that are allocated to each MS gets smaller when more
MSs request to connect. This is because more MSs are competing for the same
subcarrier as the SWA is getting more congested. In the iterative auction, only
the MS with the best offer is able to get the subcarrier in the competition. As
the number of competitors increases, the expected number of subcarriers that
a MS can win will get smaller.
Figure 4.3 shows the performance of the SWA with power pricing in a
period of 50 hours. For the simulation, we assume that the SWA operation
begins with an energy storage of 8kWh and the network is always in demand
surplus with a fixed number of MSs (M = 40). In Figure 4.3(a), the two peaks
5

The original data was collected from a 250kW wind turbine. We scale the maximum
power output to 10kW in order to create a situation of BS power drain and assume the
same power efficiency for the synthesized generator.
6
Other modulation types can be easily included by the proposed method.

79

Table 4.3: SWA Configuration Parameters for the Simulation
Parameter
Value
Price increment step 
1bps
Maximum power per subcarrier pkn
33dBm
Limits of subcarrier allocation [α, α]
[2, 4]
Modulation types
non-coherent FSK, DPSK
Interference plus noise power
−30dBm
Transmit rate R over each subcarrier
0.1Mbps
Minimum operation power p0
504W (see [57])
Load dependent power slope δp
16.8 (see [57])
of the generated power at hour 16 and hour 39 represent the daytime hours. We
can observe from Figure 4.3(b) that until hour 40, the allocation mechanism
is able to sustain the network operation with the help of the BS batteries and
distribute the power as much as possible. However, in a bad weather condition
(e.g., after hour 41), the SWA still faces the danger of energy depletion and
needs the power from a conventional grid if it wants to provide a service that
supports any transmission (see the sub-figure in Figure 4.3(a)).
We finally compare the proposed algorithm with conventional allocation
methods based on random allocation and on a suboptimal adaptive allocation
algorithm. The random allocation algorithm (curve “Random” in Figure 4.4)
randomly assigns a BS and its subcarriers to each MS. The suboptimal adaptive allocation algorithm (curve “Adaptive” in Figure 4.4) applies a greedy
allocation method, which is a variation of the two-stage BS-subcarrier allocation method proposed in [62] based on the problem formulation in subproblem
(4.1.6). Figure 4.4(a) shows the performance of the three algorithms based on
the assumption that the power supply is always sufficient. From Figure 4.4(a)
we can observe that the proposed algorithm is able to improve the network
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Figure 4.3: Performance evolution with power pricing. (a) Power consumption/generation v.s. time; (b) total throughput v.s. time.
performance in terms of expected total throughput by 50%. In Figure 4.4(b),
we measure the percentage of the system’s operational time (whenever the BSs
are able to support transmission) with the three algorithms. The same power
generation series is assumed. From 4.4(b), we can observe that the proposed
algorithm is able to improve the percentage of operational time by 30% than
the algorithms without power pricing.
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Figure 4.4: Performance comparison. (a) Expected throughput without power
pricing; (b) percentage of operational time.

4.5

Chapter Summary

In this chapter, we have studied a joint power-traffic management problem
in a cellular network powered by a green microgrid. Considering the variability of the renewable energy supply, a two-level Stackelberg-game model is
introduced to formulate the interaction between the cellular network and the
microgrid. A combinatorial-auction-based method is proposed to solve the
power-subcarrier allocation problem on the network level. A power pricing
mechanism is proposed to adjust the network operation to the power supply
of the microgrid. Simulation results show that the proposed mechanism is able
to improve the spectrum efficiency by 50% and the sustainability of the network (i.e., the percentage of valid operational time) by 30%, when compared
with the conventional allocation methods.
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Chapter 5
Learning for Robust Routing
Based on Stochastic Game in
Cognitive Radio Networks
DSA-based CRNs require Secondary Users (SUs) to opportunistically access idle channels which are temporarily unused by the Primary Users (PUs).
Although being considered an efficient way of spectrum utilization [7], DSA
results in a lack of static channels for SUs. As a result, new coupling between
the PHY-MAC layers and upper layer protocols arises. At the network layer,
a routing protocol is thus expected to explicitly address the impact of unstable
channels on the topology and the link performance of the secondary network.
Generally, routing problems in CRNs exhibit a certain level of similarity to
routing problems in multi-channel ad hoc networks [63]. However, routing in
CRNs faces a number of new, different challenges [63, 64]:
(i) spectrum awareness: timely adaptation to the channel availability dynamic change due to DSA, and
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(ii) self-organization: proper route configuration with limited/heterogeneous
channel resource knowledge.
Due to information uncertainty or locality associated with DSA, a distributed route discovery process in CRNs also tends to be more vulnerable to
insider attacks than in conventional ad-hoc networks. As indicated in [65, 66],
an attacker in CRNs exploits the following characteristics of DSA schemes: (i)
vulnerabilities due to information locality with respect to spectrum state sensing and reporting, and (ii) imperfect knowledge of SUs about the time-varying
PU channels. Since the channel state information accuracy directly affects the
performance of the DSA schemes in CRNs, most of the identified attacks in
CRNs target the distortion of channel state information to attack the PHY
and MAC protocols [67–69]. Similarly, it is now possible for routing attackers
to bypass the network-layer vulnerabilities used by traditional routing attack
schemes and only need to distort the channel detection/access information in
the DSA mechanism to disrupt the routing process.
In this chapter, we study a routing mechanism in a multi-hop, multichannel CRN and address the challenges of spectrum awareness, information
locality and routing security as an integrated problem. We consider limited
spectrum sensing abilities for each SU in a real-world situation. We also consider the presence of malicious SUs which can apply sophisticated attacks by
combining different methods of attacks including Sink-Hole (SH) and Routingtoward-Primary-User (RPU). In order to tackle the routing-under-attack problem for multiple flows, we formulate the joint channel-relay selection process
at the SUs as a stochastic game. We propose a distributed, adaptive channelrelay selection scheme for SUs to learn their routing strategies with only limited
amount of information exchange. To defend the SH attack with information
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distortion, we model the routing performance evaluation process as a MultiArm Bandit (MAB) problem and use the estimated arm-selection probability
as an indicator of the neighbor trustworthiness. The proposed routing scheme
becomes a self-organized strategy-learning process in a series of single-state
repeated games. Neither the a-priori channel activity model nor information
flooding among the SUs is required for implementing the learning scheme.

5.1

5.1.1

Challenges in Designing a Robust
Routing Mechanism for CRNs
Routing in CRNs

The solutions to the routing problems in CRNs are usually characterized by a
cross-layer design that directly integrates channel sensing and MAC operations
into the routing protocols. These routing protocols may vary significantly
due to different assumptions on the PU activity model and DSA mechanisms.
Such variation is usually reflected by differences in the selection of link metrics
and routing scheme types (e.g., reactive and proactive). With respect to the
different channel occupation models (e.g., underlay vs. overlay/interweaving),
the link metrics may be designed in different ways. For overlay/interweaving
CRNs, many studies designed the routing mechanism based on a snapshot
of the channel dynamics [70–74]. In these studies, delay-based link quality
metrics were proposed based on a collision map for the SUs over the PU
channels. For underlay CRNs, the link quality metric may be designed based
on the link capacity as a function of the interference to the PUs [75]. For
both groups of solutions, routing schemes were usually designed in a timeslotted manner to analyze and optimize the impact of DSA mechanisms on the
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route performance. If complete information on the channel states and local
routing decisions is assumed, the routing problem is usually formulated as an
optimization programming problem (e.g., convex or integer programming) and
solved with a centralized route scheduler [71–75].
In contrast to routing mechanisms using instantaneous collision maps, a
number of works designed their link quality metric based on an a-priori probabilistic channel dynamic model [76–78]. Since the impact of DSA schemes on
the link performance is reflected by the stochastic channel activity model, it
is possible for the secondary network to treat the routing problem in CRNs as
a routing problem in conventional ad-hoc networks. As a result, we can adopt
existing protocols (e.g., link state routing [76], AODV [78] and RPL [79]) with
little modification. The advantage of such an approach is that it provides a
way to reflect the channel dynamics in the probabilistic link metrics based
on the stochastic channel activity model. Hence, the routing protocols does
not need to consider the instantaneous impact of the PHY-MAC layers. Since
no collision map or route scheduler is needed, such an approach is more appropriate for designing a distributed routing mechanism. However, many of
these distributed routing mechanisms only provide a heuristic routing solution. Also, it is often unrealistic to assume an a-priori channel activity model
in practical scenarios and the applicability of deploying the aforementioned
routing mechanisms may be limited.
In practice, the channel dynamics may exhibit heterogeneous characteristics with respect to the geolocation. In addition, SUs may have limited
capability to acquire information about the channel states and their neighbors’ behaviors. Consequently, game theoretic analysis have become the focus
of CRN routing protocol design, since it can efficiently solve the distributed
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control problems with information exchange constraints. Game-based routing
solutions can be found in the studies on spectrum-aware, multi-flow routing [80, 81] and traffic engineering [82] in CRNs. In these studies, the SUs are
assumed to be non-malicious and honest in sharing information, and the repeated (noncooperative) game models are usually applied. Cooperation among
SUs is implicitly enforced through repeatedly playing the game and the performance of a route is ensured by the value of the game.

5.1.2

Security issues for routing in CRNs

In the literature, most of the studies on security problems in routing protocols
address conventional ad-hoc networks [83,84]. In these studies, the main focus
is to prevent information distortion (e.g., with public-key distribution [85]) or
to identify the attackers with limited traffic monitoring (e.g., [86, 87]). When
game theoretic solutions are adopted, the interaction between the honest and
malicious nodes is typically modeled as a constant/zero-sum game and solved
by obtaining the minimax equilibrium strategies in the game (e.g., [88, 89]).
There are relatively few works on secured routing protocol design in CRNs.
Among them, most of the studies are confined to handling the jamming attacks or PUE attacks which distort the quality of an established link between
legitimated (normal) SUs (e.g., [90]). A more sophisticated routing attacks in
CRNs recently identified is the Routing-toward-Primary-User (RPU) attack
in multi-hop, overlay CRNs [91]. Unlike the PHY-MAC-layer focused attacks,
the RPU attack exploits the geographical heterogeneity in PU activities and
tunnels the traffic to the SUs that are in the footprint of the PU transmission.
An RPU attacker emulates a combined attacking mechanism of both the SinkHole (SH) attack [83] and the Selective-Forwarding (SF) attack [83]. However,
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the RPU-caused packet drop/delay is not due to the network layer operation
directly, but due to the collisions with PU transmissions on the PHY-MAC
layers.

5.2

Network Model and Link Metric

We consider a multi-hop CRN that interweaves upon K orthogonal PU channels. Normal SUs abide by the interweaving DSA rule and establish links over
the PU channels that are temporarily free. The nodes in the CRN are divided
into three types: the source SUs, sink SUs and relay SUs. We consider that
the relay SUs do not generate packets and only forward received packets to
their neighbors. Among the relay SUs, some malicious nodes adopt RPU-like
attacks to add delay to the traffic as much as possible.

5.2.1

Dynamic spectrum access model

Based on the empirical study of the PU channel occupation time in [92], we
assume that the PU activities over each channel can be modeled as an independent continuous-time Markov process with binary states Idle (‘0’) and
−1
Busy (‘1’). For a channel k, we assume that λ−1
k and µk are the mean hold-

ing time for states Idle and Busy, respectively. Then, the corresponding state
transition matrix is given by [92]


1
µk +λk e−(λk+µk )t λk − λk e−(λk+µk )t
Pk (t) =
.
λk +µk µk −µk e−(λk+µk )t λk +µk e−(λk+µk )t

(5.2.1)

Since in practical scenarios the PU activities are usually geographically different, we assume that the CRN can be geographically divided into a set of
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Figure 5.1: Radio activities in a two-channel CRN with coordinated periodic
sensing in the secondary network.
non-overlapping, independent spectrum activity clusters according to the local PU activities. For conciseness, we consider a snapshot of the network,
during which the cluster topology remains unchanged. We assume that the
cluster topology is managed in a similar way to the CogMesh protocol [93]
by trustworthy cluster heads. The cluster heads maintain the cluster formation through message exchange with neighbor nodes using a dedicated control
channel.
We assume that the SUs access the PU channels in a time slotted manner. Due to the practical limit on the number of radio interfaces in each SU,
we assume that each SU can only sense one PU channel during one sensing
slot. To reduce the detection error, SUs in the same cluster sense the PU
channels following a round-robin schedule in an ascending order of channel
indices (Figure 5.1). The sensing results from the SUs in the same cluster are
aggregated by the cluster head [7]. We assume that the detection error is neg-
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ligible with aggregated sensing. For a cluster, the state information of channel
i, i ∈ K = {0, . . . , K −1}, is updated only when i = (n mod K) at slot n. For
channels k, k 6= i, the SUs in the cluster keep the most recent sensing result
at slot φk (n) = n−[(K +i−k) mod K] as their estimated state. For cluster q,
let oq (n) = [oq0 (n), oq1 (n), . . . , oqK−1 (n)]T denote the vector of estimated channel
states at slot n, and sq (n) = [sq0 (n), sq1 (n), . . . , sqK−1 (n)]T denote the real channel
state vector. According to [94], the process oj (n) is an irreducible, periodic,
discrete-time Markov chain. Let i0 = (n+1) mod K be the channel sensed at
slot (n + 1), then the transition probability of oq (n) can be obtained based on
(5.2.1) as:
P (oqj (n+1) = s0 |oqj (n) = s) =

( q

Pj (KT ) (s,s0 ) , if j = i0 ,
0,

otherwise,

(5.2.2)

where Pqj is the transition matrix of channel j in cluster q, T is the slot length
and [Pqj (KT )](s,s0 ) is the element of Pqj transiting from s to s0 .

5.2.2

Impact of node behavior on link quality

Let Ni denote the set of one-hop neighbors of SU i (including i). We assume
that in slot n, if no constraint on SU behaviors is presented, SU i can freely
choose its target relay SU in the neighborhood and target channel among the
PU channels for data forwarding. We denote such an action by the action
vector ai (n) = (j, k), where j ∈ Ni \{i} and k ∈ K. In a multi-hop CRN, it is
natural to consider that the more hops used for packet forwarding, the larger
total delay the path will have. To enforce that packets are forwarded toward
the sinks and no cyclic path is formed, we assume that each SU is able to
exchange its geographical information with its neighbors. Using the geographical information of the neighbor SUs, we introduce the distance advancement
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metric of a relay toward its sink [77] to help evaluate the link quality. For sink
SU L, the distance advancement of SU i by choosing ai = (j, k) is defined as
the reduction in distance from SU i to SU L when routing via SU j:
Ai (ai ) = D(i, L) − D(j, L),

(5.2.3)

where D(i, j) is the Euclidean distances between SUs i and j. Based on the
relay distance advancement in (5.2.3), we impose the rule that an SU is forbidden to select relays that produce negative distance advancement. Then for
SU i, the candidate action set for relay selection action ai = (j, k) is defined
by {j : j ∈ Ni \{i}, Ai (j) ≥ 0}.
Let (i, j)k denote the link formed from SU i to SU j over channel k when
SU i takes action ai = (j, k). According to the rule of DSA interweaving, link
(i, j)k is accessible only when channel k is free for both SUs. Let q(i) denote
the spectrum activity cluster that SU i is in, then link (i, j)k can be classified
into two types (Figure 5.2):
• Type I: i and j are in the same cluster: q(i) = q(j).
• Type II: i and j are from different clusters: q(i) 6= q(j).
For Type I links, we only need to consider the channel state of one cluster, while
for Type II links it is necessary to consider the joint channel state evolution
of the two involved clusters.
We consider that the quality of link (i, j)k is measured based on the Effective Transmission Time (ETT) [95]. When the link is stable, the ETT over
link (i, j)k can be measured as:
dETT
(i,j)k =

L
,
R(1 − Pe (k))
91

(5.2.4)

Figure 5.2: SU links in a CRN with two clusters.
where L is the packet length, R is the transmit rate and Pe (e) is the packet
error rate due to the physical layer error over channel k. When lacking stable
channels, it is necessary to explicitly reflect the impact of the DSA mechanism
and MAC protocol in the link quality metric. We note from (5.2.2) that due
to the imperfect knowledge on channel states, it is possible for a transmission
failure to occur in the secondary network even when the current channel state
vector indicates that channel k is free. Therefore, in order to determine the
accessibility of link (i, j)k , it is necessary to consider the conditional probability for channel k to be Idle during slot n given the observed state vectors
from clusters q(i) and q(j) at the beginning of slot n. Based on (5.2.1), the
probability for channel k to be Idle for a period τ from the beginning of slot
n in cluster q(i) can be calculated as:
q(i)

q(i)

Pk (τ, 
ok (n))

q(i)
q(i)
q(i)
q(i)
= Pk
sk (nT +τ ) = 0|ok (n) = sk (φk (n)T )
h
i
q(i)
q(i)
−λk τ
,
=e
Pk ((n − φk (n))T )  q(i)
sk

q(i)

where e−λk

τ

(5.2.5)

(φk (n)T ),0

is the probability for the channel to remain idle for time τ since
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h
i
q(i)
the beginning of slot n, and Pk ((n − φk (n))T ) 

q(i)

sk


(φk (n)T ),0

is obtained

from (5.2.1).
The availability probability for link (i, j)k at slot n depends on the probability of channel k staying idle at both end SUs. Based on our discussion of
the link type, the probability of channel k being available for link (i, j)k during
slot n can be expressed as:
q(i)

q(j)

i,j
i,j
P
(k (o(n)) = Pk (ok (n), ok (n)) =
q(i)
q(i)
Pk (T, ok (n)),
if q(i) = q(j),
q(i)
q(i)
q(j)
q(j)
Pk (T, ok (n))Pk (T, ok (n)), if q(i) 6= q(j),

(5.2.6)

where o is the concatenation of the observed state vectors from all the clusters.
Based on (5.2.4) and (5.2.6), we can obtain the spectrum-aware link delay
metric for (i, j)k at slot n as follows:


q(i)
q(j)
q(i)
q(j)
i,j
d(i,j)k (o(n)) = T 1−Pki,j (ok (n), ok (n)) + dETT
(i,j)k Pk (ok (n), ok (n)),
(5.2.7)
where o(n) represents the joint state of the entire secondary network at time
slot n.
Now we consider the impact of the MAC protocol on the state of link
availability. Let Ai = Ni \{i}×K denote the set of candidate actions for SU i.
Due to the channel instability, it is difficult to directly adopt MAC protocols
based on single-channel random access with exponential backoff in the secondary network. Instead, we consider that the contention over each channel is
resolved through a reservation mechanism over the common control channel.
We consider that the negotiating phase over the control channel is divided into
K subslots, and the SUs compete for channel k in the corresponding subslot
by sending Request-To-Send (RTS) packets and listening to Clear-To-Send
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(CTS) packets from their target relay SUs (Figure 5.1). Since more than one
RTS sent in SU i’s neighborhood over the same channel will result in collision,
the channel negotiation can be considered a random access mechanism which
is similar to slotted-Aloha. If channel k is free, the probability of SU i successfully sending the RTS packet over channel k after taking action ai in Ni
can be written as:
Pik (aNi ) = I(ai,2 , k)

Y

(1 − I(am,2 , k)) ,

(5.2.8)

m∈Ni \{i}

where aNi is the joint SU action in Ni and I(x, y) is the indicator function.
I(x, y) = 0 if x 6= y and I(x, y) = 1 if x = y. Similarly, considering the existence
of hidden terminals, the probability of SU j successfully receiving the RTS
packet from SU i over channel k can be written as:
Pjk (aNj ) = I(ai,2 , k)

Y

(1 − I(am,2 , k)) .

(5.2.9)

m∈Nj \{i,j}

Based on (5.2.8) and (5.2.9), we can express (5.2.7) under the joint action aNi
and aNj as follows:
d(i,j)k (o(n), aNi , aNj ) =

(5.2.10)
T 1−Pik (aNi )Pjk (aNj ) + d(i,j)k (oq(i) (n), oq(j) (n))Pik (aNi )Pjk (aNj ).
In addition to the delay caused by the SU actions following the proposed
DSA-MAC, we also need to consider the delay caused by interference between
multiple flows in the CRN. We assume that each SU can only respond to one
randomly chosen RTS during a transmission slot. For the proposed DSA-MAC,
the number of potential links that can be established to SU i is:


X
X

Ni (a) =
Pik (aNi )Pmk (aNm ) ,
k∈K

m∈Ni \{i}
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(5.2.11)

where a is the joint action of all the SUs. According to the queueing delay
model based on round-robin packet processing [64], we need to adjust the
ETT
expected link delay in (5.2.10) by substituting dETT
(i,j)k in (5.2.7) with Ni (a)d(i,j)k ,


k
k
di (o(n), a) = T 1−Pi (aNi )Pj (aNj )

 

(5.2.12)
i,j
k
k
P
(o(n))
P
(a
)P
(a
).
+ T 1 − Pki,j (o(n)) +Ni (a)dETT
N
N
i
j
i
j
(i,j)k k

5.2.3

Link quality metric

Let P(i0 , iL ) = {(i0 , i1 )k0 , (i1 , i2 )k1 , . . . , (iL−1 , iL )kL−1 } denote the path formed
by a sequence of links between SU i0 and SU iL . According to Section 5.2.2, the
additional path delay after including SU i into P(i0 , iL ) is jointly determined
by the cluster states of SU i’s neighbor nodes and the joint action of its twotier neighbor nodes, see (5.2.10) and (5.2.11). Based on (5.2.4)-(5.2.11), we
can express the link added by SU i as a function of the joint action of all the
SUs a = (a1 , . . . , a|N | ) in (5.2.12). Combining the metrics of the adjusted link
delay in (5.2.12) and the relay distance advancement in (5.2.3), we can define
the instant local utility of SU i as a function of the joint state o(n) and the
joint action a in the secondary network in (5.2.13):
ui (o(n), a) =

Ai (ai )
.
di (o(n), a)

(5.2.13)

According to (5.2.3) and (5.2.12), ui (o(n), a) ≥ 0. With (5.2.13), a normal SU
i0 measures the quality of its path P(i0 , iL ) as the expected average of the
cumulative link utility along the path:

τ−1
1 X X
UP(i0 ,iL ) = lim Eo
τ →∞ τ
n=0


uj (o(n), a(n)) o(0) = o .

(5.2.14)

j∈P(i0 ,iL )

Then for a normal SU, the goal of its relay-selection scheme is to maximize
the value of UP(i0 ,iL ) .
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5.2.4

Impact of malicious SUs

We assume that in the CRN, no SU is superior to other SUs in obtaining
network information. As a result, both the normal SUs and the malicious
SUs make their relay-channel selection decisions based on the same level of
local information. For a malicious relay SU im in path P(i0 , iL ), the goal
is to cause as much delay as possible by minimizing the expected cumulative
utility UP(im ,iL ) while avoiding being detected as an attacker. In order to avoid
detection, SU im disguises itself by complying with most of the routing rules.
Based on its local channel state record, SU im performs RPU-like attacks
by violating the interweaving DSA rule in forwarding packets over the link
that has the highest probability of staying at state Busy. SU im may also
attempt to send packets to the neighbor SUs which are experiencing larger
delay due to channel contention caused by intersection of packet flows from
more than one source. Since normal SUs are equipped with a limited number
of radio interfaces, they are not capable of passively monitoring the neighbors’
behaviors. Also, since SUs lack the means of obtaining perfect instantaneous
channel state information, normal SUs may have difficulties in discerning the
delay due to attacks from the delay due to PU activities.
The SUs depend on the routing information (e.g., local utility and relayselection decision) exchanged with neighbors to make path decision because
they are not allowed to communicate this information with other nodes. This
situation of information locality allows the malicious SUs to provide fake information by distorting the announced value of the expected cumulative link
utility for sub-route P(im , iL ) and induce the normal neighbors to forward
packets towards them. Malicious SUs behave similarly to SH attackers. Since
this operation of information distortion heavily depends on the routing scheme
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adopted by the normal SUs, we will provide more details of this type of attack
in the following sections.

5.3

Strategy Learning for Robust Routing
Based on Stochastic Game

For ease of presentation, we will temporarily ignore the possibility of information distortion by malicious relays and assume truthful information exchange
between neighbor SUs. We now focus on developing the routing mechanism using a game theoretic model which explicitly addresses the interactions between
normal and malicious SUs.

5.3.1

Relay selection as a stochastic game

We define the secondary network global state as the concatenation of the state
vectors from all the clusters: o = o1 k · · · koq k · · · koQ , where q = 1, . . . , Q is the
cluster index. With a slight abuse of notation, we omit the index of the sink
SU iL and denote a path starting from SU i as Pi . Then, from Section 5.2.1,
the evolution of the joint states of any SU sequence retains the Markovian
property, as stated in Proposition 5.3.1:
Proposition 5.3.1. For any sequence of SUs Pi , its joint observed state vector
kq:j∈q(j),∀j∈Pi oq forms a Markov chain, where the state transition is independent of the SU actions and can be described by (5.2.2).
The instant utility for path Pi can be obtained from (5.2.14) as:
uPi (o(n), a(n)) = ui (o(n), a(n))+

X

uj(o(n), a(n)).

j∈Pi\{i}
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(5.3.1)

For conciseness, we use UPi to represent the value of UP(i,iL ) in (5.2.14). Since
an SU only controls its own next-hop selection decision and observes its local
utility, the path quality evaluation by SU i will depend on the utility information provided by the next-hop SU. Then, based on the path utility in (5.3.1)
and Proposition 5.3.1, we can define a stochastic routing game in the secondary
network as a five-tuple multi-agent Markov Decision Process (MDP) [96]:
Definition 5.3.1 (Stochastic routing game). The SUs in the CRN form a
stochastic game in the form of a five-tuple: Gr = hN , O, A, {uPi }i∈N , P (o0 |o)i,
where
• N is the SU set.
• O is the space of the concatenated cluster state vectors.
• A = ×i∈N Ai is the joint action set of the SUs.
• uPi : O × A → R is the instantaneous utility of the sub-route starting
from SU i computed as in (5.3.1).
• P : O × O → [0, 1] is the state transition map.
Let a−i denote the joint actions of all SUs except SU i, π i (o) = (πi (o, a) :
a ∈ Ai ) denote the mixed strategy of SU i at state o, and π −i (o) = (πi (o, a−i ) :
a−i ∈ A−i ) denote the mixed strategy of all SUs except SU i at state o. We
π i (o), π −i (o) : o ∈ O), the goal
note that given the SUs’ joint strategy, π = (π
of normal SU i is to maximize its expected average utility in (5.2.14), while
the goal of malicious SU m is to minimize the average utility. Given π , we
have:
τ−1

nX
1
UPi (o, π ) = lim Eo,ππ
τ →∞ τ
n=0

X
j∈P(i0 ,iL )
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o
uj (o(n), a(n)) o(0) = o .

(5.3.2)

With (5.3.1) and (5.3.2), we can define the Nash Equilibrium (NE) of the game
as:
π ∗i , π ∗−i ) is an NE for Gr , if ∀i ∈ N and ∀o∈O
Definition 5.3.2 (NE). π ∗ = (π
the following conditions are satisfied for any π i :

UPi (o, π ∗i , π ∗−i ) ≥ UPi (o, π i , π ∗−i ), if SU i is normal,
UPi (o, π ∗i , π ∗−i ) ≤ UPi (o, π i , π ∗−i ), if SU i is malicious.
Observing (5.3.1), we note that game Gr differs from a typical stochastic
game because the instantaneous individual payoff is determined by not only
the local link utility, but also the utility of the sub-route starting from the
next-hop SU. Therefore, to obtain the NE for Gr , the SUs are required to
know the sub-route utility of their next-hop nodes. In order to study the NE
for Gr , we introduce the concept of the bias value in a multi-agent MDP:
π i , π −i ),
Definition 5.3.3 (Bias value). With initial state o and policy π = (π
the bias value of SU i is the expected accumulated difference between its instantaneous and stationary utilities:
hPi (o, π ) = lim E
τ →∞

τ −1
nX

o

uPi (o(n), π )−UPi (o(n), π ) o(0) = o .

(5.3.3)

n=0

Based on (5.2.1) and Proposition 5.3.1, we can readily conclude that game
Gr in the sense of a multi-agent MDP is ergodic/recurrent [97]. Then, using
the bias value in Definition 5.3.3, we introduce the representation of an average
utility MDP in the form of the Bellman optimality equation:
Lemma 5.3.1. Regardless of the initial state o, the bias value of each SU in
game Gr is constant given any stationary policy π and can be expressed as:
X
hPi (o, π ) = uPi (o, π )−UPi (o, π )+
P (o0 |o)hPi (o0 , π ).
(5.3.4)
o0
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Proof. According to Proposition 5.3.1, the transition of the observed states
is independent of the SU actions. Therefore, according to (5.2.1), for any
deterministic strategy a, the underlying Markov chain converges to the same
limiting distribution and thus is ergodic. Observing (5.2.13), we note that
the instantaneous local link utility ui is bounded for a finite number of relays. Then, for a sub-route Pi , the expectation and summation in (5.3.2) is
interchangeable. From (5.3.2) we obtain:
τ −1


1 X  X
Eo Eπ
uj (o(n), a(n)) o(0) = o
UPi (o, π ) = lim
τ →∞ τ
n=0
j∈Pi
τ
−1


X
1X
= lim
P (o0 |o)
uj (o0 , π ) .
τ →∞ τ
n=0
j∈P

(5.3.5)

i

where
uj (o, π ) =

X

···

a1 ∈A1



X


uj (o, a) × π 1 × · · · × π |N | .

(5.3.6)

a|N | ∈A|N |

Therefore, with respect to the stationary joint strategy π , each SU’s state-value
evolution in game Gr is reduced to a finite-state, recurrent Markov reward
process. Then, Lemma 5.3.1 immediately follows Theorem 8.2.6 of [97].
Let G = hN , S, Ai , {ri }i∈N P (s0 |s, a)i represents a general-case averagereward recurrent stochastic game, where ri : S ×A → R (A = ×Ai ) is bounded
and state transition probability P (·) is a function of all the players’ joint action
a. Let Ri denote the expected average gain of player i given in (5.3.2) and gi
denote its expected bias value as in (5.3.3). Then, for game G we have
Lemma 5.3.2 (Theorem 2.6 of [96]). The joint strategy π ∗ is an average
NE point iff the pair of Ri (s, π ∗ ) and gi (s, π ∗ ) solves the following optimality
equations for each play i:
Ri (s, π ∗ ) = max
πi

nP
s0

o
P (s0 |s, π i , π ∗−i )Ri (s0 , π ∗ ) ,
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(5.3.7)

n
o
X
P (s0 |s, π i , π ∗−i )gi (s0 , π ∗ ) .
gi (s, π ∗ ) = max ui (s, π i , π ∗−i ) − Ri (s, π ∗ ) +
πi

s0

(5.3.8)
By fixing the observed channel state as o in the stochastic game, we define the stage game of Gr at state o as Gr (o) = hN , A, {uPi (o)}i∈N i. Gr (o)
is a normal-form repeated game with normal SUs aiming at maximizing their
instantaneous path utilities and malicious SUs aiming at minimizing the instantaneous path utilities at state o. Based on Lemma 5.3.1 and Lemma 5.3.2,
we can derive the following results on the NE points of Gr :
Theorem 5.3.1. (i) π ∗ is an NE of Gr , only if the following conditions are
π i:
satisfied ∀i ∈ N , ∀π
hPi (o, π ∗ ) ≥ uPi (o, π i , π ∗−i )−UPi (o, π ∗ )+

X

P (o0 |o)hPi (o0 , π ∗ ),

(5.3.9)

o0

∗
hPj (o, π ∗ ) ≤ uPj (o, π j , π−j
)−UPj (o, π ∗ )+

X

P (o0 |o)hPm (o0 , π ∗ ), (5.3.10)

o0

for every normal SU i and malicious SU j.
(ii) π ∗ (o) is also an NE strategy of Gr (o). The NE strategies of all the
stage games Gr (o : ∀o ∈ O) constitute an NE strategy of Gr .
Proof. According to Proposition 5.3.1, the state transition in game Gr is independent of the SU actions. Then, we readily obtain the two inequalities in (i)
of Theorem 5.3.1 according to (5.3.8).
To prove (ii) in Theorem 5.3.1, we first consider the case of a normal SU.
Based on Lemma 5.3.1, we can substitute hPi (o, π ∗ ) in (5.3.9) with (5.3.4) and
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π i:
obtain ∀π
X

P (o0 |o)hPi (o0 , π ∗ ) ≥
o0 X
∗
∗
π
π
π
P (o0 |o)hPi (o0 , π ∗ ).
uPi (o, i , −i )−UPi (o, )+

uPi (o, π ∗ )−UPi (o, π ∗ )+

(5.3.11)

o0

π i , which is exactly the
From (5.3.11) we obtain uPi (o, π ∗ ) ≥ uPi (o, π i , π ∗−i ), ∀π
same as the condition equation for an NE in game Gr (o). For a malicious SU
j, we can derive uPj (o, π ∗ ) ≤ uPj (o, π j , π ∗−j ) similarly with the help of (5.3.10)
in Theorem 5.3.1.
To show that the NE strategies for the stage game group Gr (o : ∀o ∈ O)
constitute an NE strategy for Gr , we rewrite (5.3.5) as follows:
!
τ −1
1 X
P (o0 |o)uPi (o0 , π ) .
UPi (o, π ) = lim
τ →∞ τ
n=0

(5.3.12)

Consider the case that π is comprised of the NE strategies of the stage game
π ∗ (o) : ∀o ∈ O). If π is not an NE strategy of game Gr , according
groups, π = (π
to Definition 5.3.2, we can find at least one SU i (assume that SU i is normal),
satisfying the following inequality:
π̃ i .
UPi (o, π ) − UPi (o, π̃ i , π −i ) < 0, ∃π̃

(5.3.13)

Then, after substituting UPi in (5.3.13) with (5.3.12), we have:
τ −1


1 X
0
0
∗ 0
0
0
∗
0
lim
P (o |o) × uPi (o , π (o )) − uPi (o , π̃ i (o ), π −i (o )) < 0,
τ →∞ τ
n=0
(5.3.14)

which contradicts the fact that π ∗ (o) is the NE strategy of stage game Gr (o).
Therefore, property (ii) of Theorem 5.3.1 holds.
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Remark 5.3.1. Theorem 5.3.1 establishes the equivalence between the NE
strategies of Gr and the group of NE strategies for its corresponding stage
games. It is worth noting that Theorem 5.3.1 is based on Proposition 5.3.1.
In this case, all the stochastic game NE are the stationary Markov perfect
equilibria. In contrast, for a general case stochastic game where the state
transition is usually a function of the player actions, equality in (5.3.4) may
not hold except for the equilibrium strategies, and the second property in
Theorem 5.3.1 does not exist.
Due to the information flooding overhead, it is unrealistic for the SUs
to frequently exchange the information about their private actions and utilities with SUs that are beyond their one-hop neighbors. To determine the
level of information exchange in the routing game, we consider another multiagent MDP based on each SU’s local utility ui . We define the MDP as
Gl = hN , O, A, {ui }i∈N , P (o0 |o)i. Let hi (o, π ) denote the bias value of Gl and
Ui (o, π ) denote the average gain of Gl . Then, we can show that Lemma 5.3.1
also applies to hi and Ui in Gl . Let π i,1 denote SU i’s strategy for selecting the
next hop, π i,2 denote the strategy of SU i for selecting the transmit channel,
and Pai,1 denote the sub-route in Pi starting from the node that is chosen by
SU i with action ai,1 . Based on Lemma 5.3.1 and Theorem 5.3.1, we can show
in the following theorem that Gr can be decomposed into a layered multi-agent
MDP:
Theorem 5.3.2. (i) With stationary joint policy π , the relay selection process
of SU i can be expressed as (5.3.15).
P
hPi (o, π )+UPi (o, π ) = ui (o, π )+ P (o0 |o)hi (o0 , π )
o0
n
o
P
+Eπ i,1 uPai,1 (o, ai,1 , π i,2 , π −i )+ P (o0 |o)hPai,1 (o, ai,1 , π i,2 , π −i ) .
o0
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(5.3.15)

π is an NE point of Gr when for any normal SU i and mali(ii) Strategy π̃
cious SU j,

 π̃
π i = arg max(hPi (o, π i , π̃
π −i )+UPi (o, π i , π̃
π −i )),
πi

π j = arg min(hPj (o, π j , π̃
π −j )+UPj (o, π j , π̃
π −j )).
 π̃

(5.3.16)

πj

Proof. After exchanging the order of expectation and summation, we can expand (5.3.2) as:
τ −1

1X 
Eo ui (o(n), π ) o(0) = o +
UPi (o, π ) = lim
τ →∞ τ
n=0
τ −1
n
o
1X 
Eπ i,1 lim
Eo uPai,1 (o(n), ai,1 , π i,2 , π −i ) o(0) = o
τ →∞ τ
n=0 n
o
= Ui (o, π )+Eπ i,1 UPai,1 (o, ai,1 , π i,2 , π −i ) ,

(5.3.17)

where π i,1 is SU i’s strategy for choosing the next-hop SU. From (5.3.3) and
(5.3.17), we obtain:
τ −1
X


n
o
Eo ui (o(n), π )+Eπ i,1 uPai,1 (o(n), ai,1 , π i,2 , π −i )
hPi (o, π ) = lim
τ →∞
n=0

n
o
−Ui (o, π )−Eπ i,1 UPai,1 (o, ai,1 , π i,2 , π −i )) o(0) = o


τ −1
X
Eo ui (o(n), π ) − Ui (o, π ) o(0) = o
= lim
τ →∞

n=0

τ −1
X





Eo,ππ i,1 uPai,1 (o(n), ai,1 , π i,2 , π −i )) − UPai,1 (o, ai,1 , π i,2 , π −i )) o(0) = o
n
o
= hi (o, π ) + Eπ i,1 hPai,1 (o, ai,1 , π i,2 , π −i ) .
(5.3.18)

+ lim

τ→∞

n=0

Adding (5.3.17) and (5.3.18), we obtain:
hPi (o,
n π ) + UPi (o, π ) = hi (o, π ) + Ui (o, π )+

o
Eπ i,1 hPai,1(o, ai,1 , π i,2 , π −i )+UPai,1(o, ai,1 , π i,2 , π −i ) .
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(5.3.19)

After applying Lemma 5.3.1 to (5.3.19), (5.3.15) is obtained.
Consider a normal SU i ∈ N . From (5.3.4), we can show that the best
π −i with respect to the sum of its bias
response of SU i to the joint strategy π̃
value and gain value is obtained when


P
π ) + UPi (o, π̃
π ) = max uPi (o, π i , π̃
π −i ) + P (o0 |o)hPi (o, π̃
π) ,
hPi (o, π̃
πi

o0

(5.3.20)
π is the solution to the right-hand side of (5.3.20). From (5.3.7) and
where π̃
(5.3.8) in Lemma 5.3.2, we have


P
hPi (o, π ∗ ) + max UPi (o, δ , π ∗−i ) = max uPi (o, π i , π ∗−i ) + P (o0 |o)hPi (o, π ∗ ) ,
δ

πi

o0

(5.3.21)
and π ∗ = (δδ ∗ , π ∗−i ) is the NE strategy. For the malicious SUs, a similar pair
of equations to (5.3.20) and (5.3.21) can be obtained by substituting operator
max(·) with min(·) in (5.3.20) and (5.3.21). Comparing the right-hand side of
(5.3.20) and (5.3.21), it is straightforward to show that the best response with
respect to hPi (o, π ) + UPi (o, π ) is also the NE strategy of the game.
Remark 5.3.2. Theorem 5.3.2 shows that given a stationary joint policy
π , the relay-selecting process of an SU is composed of two value iteration
processes in the form of the Bellman optimality equation. The first process
is determined by the local multi-agent MDP Gl , and the second process is
determined by the sub-path starting from the selected next-hop SU ai,1 in Gr .
Furthermore, the second Bellman optimality equation for SU ai,1 can also be
decomposed into the same two-layer form as (5.3.15) with respect to its own
decision on a next-hop selection.
According to Theorem 5.3.2, to derive its local NE strategy π ∗i , SU i
needs its neighbor nodes j ∈ Ni \{i} to truthfully provide the information on
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the equilibrium value of hPj (o, ai,1 = j, π i,2 , π ∗−i )+UPj (o, ai,1 = j, π i,2 , π ∗−i ). This
requires that the NE for game Gr is solved through backward induction. Observing (5.3.2) and (5.3.3), it is straightforward to show that when stochastic
game Gr is reduced to a stage game Gr (o) with a single state o, providing the
value hPj (o, ai,1 = j, π i,2 , π ∗−i )+UPj (o, ai,1 = j, π i,2 , π ∗−i ) is equivalent to providing the value uPj (o, ai,1 = j, π i,2 , π ∗−i ). Such an observation paves the way for
developing a strategy-learning method based on limited information exchange
between the SUs.

5.3.2

Stochastic strategy learning based on truthful
information exchange

According to Theorem 5.3.1, an NE for the stochastic routing game can be
constructed based on the state-dependent NE strategies for each stage routing
game with fixed estimated channel states. Therefore, we consider a stage
routing game at state o: Gr (o) = hN , A, {uPi (o)}i∈N i, where uPi (o, a) =
ui (o, a)+uPai,1 (o, a). Based on Theorem 5.3.2, the NE for Gr (o) is achieved
when each normal SU i and malicious SU j play by strategies π ∗ that satisfy
the following condition:

n
o


 UP∗ i = max ui (o, π i , π ∗−i ) + Eπ i,1 uPai,1 (o, ai,1 , π i,2 , π ∗−i ) ,
πi 
n
o
∗

 UPj = min uj (o, π m , π ∗−j ) + Eπ j,1 uPaj,1 (o, aj,1 , π j,2 , π ∗−j ) .

(5.3.22)

πj

To avoid information flooding, we assume that the SUs do not share with
their neighbors the local action information. An SU is only able to share its
value of actions by exchanging routing request (RREQ) and routing response
(RREP) packets with its neighbors. In this section, we consider that malicious
SUs do not provide distorted information. Since an SU cannot observe other
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nodes’ actions, we resort to reinforcement learning to obtain the NE under
the condition of incomplete information. We assume that a stationary joint
strategy π is adopted by the SUs in game Gr (o). Then, we consider the
following action-value learning process for SU i:

n
n
ũn+1
Pi (o, ai ) = ũPi (o, ai ) + α(n)I(ai (n), ai ) uPi (o, ai (n), a−i (n))− ũPi (o, ai ) ,
(5.3.23)
where ũnPi (o, ai ) is the expected path utility learned for action ai at slot n, and
0 < α(n) < 1 is a sequence of learning rates. According to reinforcement learning theory [48], if uPi (o, ai (n), a−i (n)) is perfectly known by SU i, ũnPi (o, ai )
converges almost surely to the real value of uPi (o, ai , π −i ), given that all the
possible action combinations are visited infinitely often by the SUs and α(n)
P
P
satisfies the conditions n α(n) = ∞ and n α2 (n) < ∞.
We first assume that an SU i is able to timely calculate the instantaneous
accumulated utility of path Pi based on its local observation of ui (o(n), a(n))
and the instantaneous sub-path utility uPai,1 (o(n), a(n)), which is fed back by
its next-hop SU j = ai,1 . In this case, (5.3.23) can be adopted by each SU
to estimate their action value in stage game Gr (o). Then, we can adopt the
Stochastic Fictitious Play (SFP) algorithm [49] for SU i to learn π i (o, ai , π −i ):

 n
n
n
π
π
π n+1
(5.3.24)
(o),
a
(o,
a
)
,
ũ
−
π̃
(o,
a
)+β(n)
BR
(o,
a
)
=
π̃
π̃
i
i
i
i
i
i
i
Pi
where ũnPi (o) is the vector of utilities ũnPi (o, ai ) for all action ai at time slot n,
and BR(·) is the perturbed best response strategy of SU i for action ai in the
form of the Logit function:


exp λi ũnPi (o, ai )



 , i is normal,
P

n

exp
λ
ũ
(o,
b)

i
P
b∈A
i
i 

−1 
n
BR ũnPi (o), ai =
(5.3.25)
exp
λ
ũ
(o,
a
)
i
i
Pi





−1  , i is malicious.

n
 P
exp
λ
ũ
(o,
b)
i
Pi
b∈Ai
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The utility learning process in (5.3.23) and the SPF-based strategy learning
process in (5.3.24) and (5.3.25) form a two timescale learning scheme. From
[48], we introduce Lemma 5.3.3 in regard to the two timescale learning process
given in (5.3.23)-(5.3.25):
Lemma 5.3.3 (Theorem 5 of [48]). Consider that in the following stochastic
approximation processes
 n+1
θ1 = θ1n + γ1n (F1 (θ1n , θ2n ) + M1n+1 ),
θ2n+1 = θ2n + γ2n (F2 (θ1n , θ2n ) + M2n+1 ),

(5.3.26)

P
P
for each i, θin are bounded, n→∞ γin = ∞, n→∞ (γin )2 < ∞, Fi is globally
P
Lipschitz continuous, { kn=1 γin Min }k converges almost surely, and limn→∞ γ1n /γ2n =
0. Suppose that for each θ1 the Ordinary Differential Equation (ODE)
dY
= F2 (θ1 , Y ),
dt
has a unique global asymptotically stable equilibrium point ξ(θ1 ) such that ξ is
Lipschitz continuous. Then almost surely,
lim kθ2n − ξ(θ1n )k = 0,

n→∞

and a suitable interpolation of the process {θ1n } is an asymptotic pseudotrajectory of the flow defined by the ODE
dX
= F1 (X, ξ(X)).
dt
From [34, 49], we introduce Lemma 5.3.4, Lemma 5.3.5 and Lemma 5.3.6,
which further pave the way of studying the convergence property of the proposed learning scheme:
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Lemma 5.3.4 (Proposition 3.1 of [49]). Consider a general, normal-form
repeated game G = hN , ×i∈N Ai , {ui }i∈N i. Let π̂in be the fixed point of the
SFP dynamic given by (5.3.29) with respect to a perturbation vector vn =
n
n
(v1n , . . . , v|N
| ). If the perturbation sequence {v } converges weakly, and the

sequence {π̂in } converges to πi∗ , then πi∗ is the NE for G.
Lemma 5.3.5 (Supermodular game [34]). A continuous normal-form game
Πi }i∈N , {ui (π
π i )}i∈N i is a supermodular game if for any player i ∈ N ,
G = hN , {Π
i) the strategy space Π i is a compact subset of RK .
π i , π −i ).
ii) the payoff function ui is upper semi-continuous in π i = (π
iii)

π)
∂ 2 ui (π
π i,k ∂π
π j,l
∂π

≥ 0 ∀j 6= i, k, l, where π i,k is the k-th element of vector π i .

Lemma 5.3.6 (Corollary 5.5 of [49]). If a generic repeated game G is a supermodular game, then the solutions to the smooth best response dynamic in the
form of (5.3.29) for G converges almost surely to its rest point set from any initial condition. The remaining nonconvergent initial conditions are contained
in a finite or countable union ∪i Mi , of invariant manifolds of codimension 1,
and hence have measure zero.
With the help of Lemmas 5.3.3-5.3.6, we can prove that the two timescale
learning scheme has the following convergence property:
Theorem 5.3.3. If uPi (o, a(n)) is known to each SU at every time slot, and
P
P
the following conditions are satisfied: lim n α(n) = ∞, lim n α2 (n) <
n→∞
n→∞
P
P 2
∞, lim n β(n) = ∞, lim n β (n) < ∞ and lim (β(n)/α(n)) = 0, then,
n→∞

n→∞

n→∞

π ni (o, ai )} as given by the learning process (5.3.23)-(5.3.25) converges almost
{π̃
surely to an NE for stage game Gr (o).
109

π ni (o)} in (5.3.24)
Proof. Let {ũnPi (o, ai )} in (5.3.23) be {θ2n } in (5.3.26) and {π̃
be {θ1n } in (5.3.26), then we define the following two ODEs:
dũPi (o, ai )
π i ) = uPi (o, ai )− ũPi (o, aPi ),
= F2 (ũPi , π̃
dt

(5.3.27)

π i (o, ai )
dπ̃
π i ) = BR(uPi (o))−π̃
π i (o, ai ).
= F1 (uPi , π̃
dt

(5.3.28)

According to our discussion on (5.3.23), ũPi (o, ai ) almost surely converges to
π ni (o)} is
uPi (o, ai , π −i ). Then, by Lemma 5.3.3, a suitable interpolation of {π̃
an asymptotic pseudo-trajectory of the flow defined by the ODE in (5.3.28).
It is known (see [48, 49]) that (5.3.28) is equivalent to (5.3.29):
π i (o)
dπ
π −i (o)) − π i (o),
= BR(π
dt

(5.3.29)

where for a normal SU i (we omit the state indicator o for simplicity)


P
π −i ) = arg max uPi (π
π i , π −i )−λi π i (ai ) log π i (ai ) ,
BR(π
(5.3.30)
πi

ai

and for a malicious SU j


X
π −j ) = argmax u−1
π
π
(a
)log
π
(a
)
BR(π
(π
,
π
)−λ
j
j
j
j ,
j
−j
j
Pj
πj

(5.3.31)

aj

because (5.3.25) provides the solutions to (5.3.30) and (5.3.31) [49]. In (5.3.30)
P
π i ) = − ai π i (ai ) log π i (ai ) is called the
and (5.3.31), the entropy function vi (π
perturbation in SFP.
By Lemma 5.3.4, when the solution to the ODE in (5.3.29) converges to
a fixed point, which in this case is by definition the NE of game Gr (o). Then,
based on the discussion following Lemma 5.3.3, proving the convergence of the
learning process given by (5.3.23)-(5.3.25) to the NE is equivalent to proving
that the solution trajectories to the SFP dynamic in (5.3.28) converges to a
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set of fixed points from any initial condition. Observing the structure of Gr (o),
the proof can be developed using the following properties of a repeated game:
With Lemma 5.3.5, we can check the supermodularity of game Gr (o) with
respect to strategy π i . According to (5.2.13) we have ui ≥ 0 ∀o, a. Then,
according to (5.3.6), ∀i 6= j
P
π ))
∂ 2 (uPi = i∈Pi ui (π
≥ 0, ∀ai , aj .
π i (ai )∂π
π j (aj )
∂π

(5.3.32)

Therefore, game Gr (o) in the form of continuous game7 with strategy π is
a supermodular game. By Lemma 5.3.6, the smooth best response dynamic
converges almost surely. By Lemma 5.3.4, Theorem 5.3.3 is proved.
Although the learning scheme given by (5.3.24) and (5.3.25) possesses
good convergence property, the assumption of perfectly knowing the instantaneous path utility is fairly strict. It requires a large amount of signaling to be
completed within a single time slot. To address such a problem, we relax the
requirement on information exchange by assuming that SU i only shares its
locally estimated value of uPi (o, π ) with its neighbors. Based on the discussion
for (5.3.23), it is obvious that an SU can learn its expected local link utility
ui (o, ai , π −i ) through an iteration which is similar to (5.3.23), as long as all
possible joint actions are visited infinitely often:
ũn+1
(o, ai ) = ũni (o, ai )+α(n)I(ai (n), ai ) (ui (o, a(n))− ũni (o, ai )) . (5.3.33)
i
Using the value of ũni (o, ai ) and the value of ũnPai,1 (o) provided by the next-hop
7

It is easy to check that the property also holds for malicious SUs as long as their strategy
learning scheme complies with SFP given by (5.3.25).
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SU j = ai,1 , we introduce the learning scheme for uPi (o, π ):
X

 n
n
n+1
n
n
n
π
ũPi (o) = ũPi (o) + γi (n)
π̃ i (o, ai ) ũi (o, ai ) + ũPai,1 (o) − ũPi (o) .
ai

(5.3.34)
We also modify the learning scheme of (5.3.24) and obtain:



n+1
n
n
n
n
π
π
π
π̃ i (o, ai ) = π̃ i (o, ai ) + β(n) BR ũi (o, ai ) + ũPai,1 (o), ai − π̃ i (o, ai ) ,
(5.3.35)
where BR(·) is the modified perturbed best response strategy:


BR ũni (o) + ũnPai,1 (o), ai =



n

exp λi ũi (o, ai ) + ũPai,1 (o)





 , i is normal,
P


n

exp
λ
ũ
(o,
b)
+
ũ
(o)
i
i

Pai,1
b∈Ai 
−1 
n

exp λi ũi (o, ai ) + ũPai,1 (o)



 P


−1  , i is malicious.


exp λi ũi (o, b) + ũnPa (o)


(5.3.36)

i,1

b∈Ai

The learning scheme defined by (5.3.33)-(5.3.36) does not require SU i
to immediately report an instantaneous path utility to its previous-hop SU.
However, comparing (5.3.34) with (5.3.22), we note that (5.3.34) provides a
π ni converges. Since the learned path
biased estimation of uPi (o, π ), given that π̃
utility in (5.3.34) is a biased estimation, the new learning scheme can only
obtain an approximation of the NE point of the stage game. The convergence
condition for the learning scheme given by (5.3.33)-(5.3.36) is provided in
Theorem 5.3.4.
Theorem 5.3.4. Assume that the following are satisfied:
P
P 2
P
P 2
lim
α(n) = ∞, lim
α (n) < ∞, lim
γi (n) = ∞, lim
γi (n) < ∞,
n→∞ n
n→∞ n
n→∞ n
n→∞ n
P
P 2
lim
β(n) = ∞, lim
β (n) < ∞, lim (γi (n)/α(n)) = 0, lim (β(n)/γi (n)) =

n→∞ n

n→∞ n

n→∞
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n→∞

0, and lim (γi (n)/γj (n)) = 0, if SU i is closer to the sink SU than SU j in
n→∞

π ni (o, ai )} obtained through the learning process
terms of distance. Then, {π̃
(5.3.33)-(5.3.36) converges almost surely.
Proof. The proof of Theorem 5.3.4 can be achieved by repeatedly applying
Lemma 5.3.3 to the learning scheme given by (5.3.33) and (5.3.34), then to the
learning scheme given by (5.3.34) and (5.3.35). According to our discussion
on (5.3.33), ũni (o, ai ) has a unique global asymptotically stable equilibrium
ui (o, ai , π −i ) if π is fixed. Then, it is sufficient to prove that the following
ODE:

dũPi(o) X
π
=
π̃ i (o, ai )(ũi (o, ai )+ ũPai,1 (o))− ũPi(o) ,
dt
a

(5.3.37)

i

is globally asymptotically stable to show that the learning process given by
(5.3.33)-(5.3.35) produces an asymptotic pseudo-trajectory of the SFP flow.
Omitting state indicator o for convenience, we denote ûPi (ai ) = ũi (ai )+ ũPai,1 ,
ξi =

dũPi
dt

and (ai ) =

dûPi (ai )
,
dt

Vi (t) =

X

and define a Lyapunov function:
2

π i (ai ) ũi (ai )+ ũPai,1 − ũPi .
π̃

(5.3.38)

ai

We sort the SUs in path Pi according to their distance in hop count to sink L in
an ascending order as {L − 1, L − 2, . . . , i}. Then, the two-timescale stochastic
approximation process in Lemma 5.3.3 can be extended to multiple-timescale
with the same form of function Fi as in (5.3.26):
π ) = uj (aj (n)) − ũnj (aj ),
F1 (ũj (aj ), π̃
and
F2j (ũj (aj ), ũPj , ũPj+1 ) =

X
π i (ai )(ũi (ai )+ ũPaj )− ũPi .
π̃
ai
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Since the learning process in (5.3.33) is globally asymptotically convergent,
then at the stable point of ũi ,

dũi
dt

= 0 and i (ai ) =

dũPi+1
,
dt

where ai,1 = i+1. We

now examine Vi and obtain
!

1 dVi  X
d X eλi ûPi (ai )
dũPi
π i (ai )ûPi (ai )− ũPi ×
=
π̃
,
P λi ûP (b) ûPi (ai ) −
i
2 dt
dt a
dt
e
b
ai
i
X X


eλi ûPi (ai )
λi eλi ûPi (ai )ûPi (b)
= ξi
P λi ûP (b) 2 (i (ai )−i (b))ûPi (ai ) + P λi ûPi (b) i (ai ) −ξi ,
i
be
ai
b
be
X eλi ûPi (ai )
XX eλi ûPi (ai )
= λi
P λi ûP (b) (i (ai )−i (b))ûPi(ai )ξi +
P λi ûP (b) i (ai )ξi −ξi2 .
i
i
be
be
ai
ai b
We start by examining the property of

dVi
dt

as a backward propagation

from SU L − 1. Since ũPL = 0, we have L−1 (aL−1 ) = 0, hence
at the stable point of the approximation process represented

1 dVL−1
2
= −ξL−1
≤0
2 dt
π ).
by F2L−1 (ũL−1 , π̃

Therefore, the ODE for SU L − 1 in the form of (5.3.37) is globally asymptotically convergent. Then, we can apply Lemma 5.3.3 to the two-timescale
learning process formed by F2L−1 and F2L−2 , and show that a suitable interpolation of the process {ũnPL−2 } is an asymptotic pseudo-trajectory of the flow
defined by the ODE
have
have

dũPL−1
dt
1 dVL−2
2 dt

dũPL−2
dt

given in (5.3.37). At the stable point of ũPL−1 , we

= 0, so L−2 (aL−2 ) = 0. Following a similar way to analyze

dVL−1
,
dt

we

2
≤ 0. By repeatedly applying the same analysis to the se= −ξL−2

quence of the learning processes {(F2L−1 , F2L−2 ), (F2L−2 , F2L−3 ), . . . , (F2i+1 , F2i )},
we obtain Proposition 5.3.2:
Proposition 5.3.2. The learning process given in (5.3.33) and (5.3.34) is
globally asymptotically convergent, provided that the following are satisfied:
P
P 2
P
P 2
lim
α(n) = ∞, lim
α (n) < ∞, lim
γi (n) = ∞, lim
γi (n) < ∞,
n→∞ n

n→∞ n

n→∞ n

n→∞ n

lim (γi (n)/α(n)) = 0 and lim (γi (n)/γj (n)) = 0, if SU i is closer in terms of

n→∞

n→∞

hop count to the sink SU than SU j.
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If lim (β(n)/γi (n)) = 0, we can further conclude that the learning process
n→∞

given by (5.3.35) and (5.3.36) generates an asymptotic pseudo-trajectory of
the flow defined by the SPF-based ODE. We note that Lemma 5.3.6 and
Lemma 5.3.5 still hold for a new game with the utility of each player being
the convergent biased value estimation. Then, Theorem 5.3.4 is proved.

5.3.3

Truth-telling enforcement through multi-arm
bandit

Now, we consider the situation when the malicious SUs also perform the SH
attacks. In this case, the malicious SUs may distort the value of ũPi (o) and
report an estimated utility which is much larger than the real value to their
neighbor SUs. As a result, a normal neighbor with strategy learning scheme
in (5.3.35) will choose a malicious SU as its relay with a higher probability.
Then, the malicious SU will induce the neighbor SUs to forward more packets
to itself. To address this situation, we introduce a feedback mechanism for a
relay SU to measure the real delay associated with the path that it chooses
toward a sink SU. We consider that a normal relay SU i is able to insert a
Request-ACK packet into the flows that it serves in random time intervals.
SU i records the time stamp for sending the Request-ACK packet. When
receiving the Request-ACK packet, the corresponding sink SU L replies with
a Response packet to SU i by including the time stamp for reception in the
packet. We assume that the data in the Response packet is protected by a
pair of keys and is always reliable. With the two time stamps, SU i is able to
calculate the total delay time of the Request-ACK packet over the sub-path
through the next-hop SU j = ai,1 that it chooses with action ai . Let ci (ai )
denote such a delay measured by SU i. Then, SU i needs to evaluate the
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trustworthiness of its next-hop SU j based on sequence {cn̂i (ai (n̂))}, where n̂
is a time slot for SU i to send a Request-ACK packet.
We consider that with a certain termination condition, the learning scheme
given in (5.3.33)-(5.3.36) can always reach a stationary policy π . Meanwhile,
a malicious SU m shares a fixed distorted value of ũPm (o) with the neighbors.
From the perspective of a normal SU i, when sending a Request-ACK packet,
its relay selection can be considered as a Multi-Arm Bandit (MAB) [98] process, since at slot n̂ SU i can choose only one neighbor as its relay according
to ai,1 (n̂), and only the real path delay through relay node ai,1 (n̂) can be
confirmed. We note that the real path delay (i.e., the cost of each arm) is a
stochastic function determined by stationary distribution π , while the arm selection sequence is generated by the local strategy π i . Formally, we can define
the MAB for trustworthiness evaluation as follows:
Definition 5.3.4. For each normal SU i, the MAB for trustworthiness evaluation in state o can be defined by a 4-tuple: Bi = hAi , {cn̂i (o, ai (n̂))}n̂ , {x(n̂)}n̂ , {n̂}i,
where
• Ai is the set of the single-bandit processes and corresponds to the set of
actions of SU i.
• {cn̂i (o, ai (n̂))}n̂ is the sequence of costs.
• {x(n̂) = ai (n̂)}n̂ is the sequence of relay (i.e., arm) selection decisions.
It is worth noting that the MAB given in Definition 5.3.4 differs from
a typical MAB in that the sequence of arm selection {x(n̂)}n̂ is generated
following a given policy π i . Therefore, we can consider the MAB process up
to time slot n as a utility exploration phase with a given sampling distribution
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π i . With the MAB given in Definition 5.3.4, SU i is able to calculate the
accumulated delay for the Request-ACK packets that it sends with action
ai (n) = a:
Cin (o, a)


=

cni (o, ai (n)) + Cin−1 (o, a)
Cin−1 (o, a),

if n ∈ {n̂}, ai (n) = a
otherwise,

(5.3.39)

and the empirical (sampled) frequency of each action is:
Z n (o, a) =

1
(I(ai (n), a) + (n − 1)Z n−1 (o, a)).
n

(5.3.40)

With (5.3.39) and (5.3.40), we can obtain the sampled average path delay
of SU i at action a(n) = a as Rin (o, a) = Cin (o, a)/Zin (o, a). Then according
to [98], a greedy, sub-optimal mixed strategy for arm allocation to minimize
the average path delay can be obtained using the Logit function:

exp λi (Rin (o, a))−1
n
σ̃i (o, a) = P
−1  ,
n
exp
λ
(R
(o,
b))
i
i
b∈Ai

(5.3.41)

which is in a similar form to (5.3.25). σ̃in (a) does not have to be consistent
with the learned equilibrium policy when every SU is honest. However, it can
represent the trustworthiness ranking value of the relay associated with action
a. During the estimation of the perturbed best response, a normal SU will
consider the contribution of the reported sub-path utilities by its neighbors in
proportion to the trustworthiness credit that it assigns to each neighbor. According to (5.3.30), a normal SU i modifies its smooth best response objective
as follows:
P



n
π −i ) = arg max
BR(π
π i (ai ) ui (o, π (ai ), π −i )+ σ̃i (o, ai )uPai,1 (o, π )
πi

X ai
−λi
π i (ai ) log π i (ai ) .
ai

(5.3.42)
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Then, its perturbed best response strategy can be adjusted as:

 


exp λi ũi (o, ai ) + σ̃in (o, ai )ũnPai,1 (o)
 ,
 
BR ũni (o) + ũnPai,1 (o), ai = P
n
n
(o)
exp
λ
ũ
(o,
b)
+
σ̃
(o,
b)ũ
i
i
i
Pai,1
b∈Ai
(5.3.43)

5.4

Simulation Results

We first demonstrate the convergence property and the efficiency of the proposed path selection mechanism given by (5.3.33)-(5.3.36). We assume that
the PU channel state transition maps are identical and we set the channel state
transition parameters as λ−1 = 0.2s, µ−1 = 0.42s and T = 0.75s. The ETT for
each SU link is set to a fixed value of 0.01s. For visualization convenience, we
first use a simple example with the single-cluster, single-channel grid network
shown in Figure 5.3 to demonstrate the convergence property of the proposed
learning mechanism. In Figure 5.3, SUs 1, 3, 5 are the sources and SU 18 is
the sink. As can be inferred from the network topology in Figure 5.3, the connection from SU 1 to SU 2 or SU 5 to SU 4 will trigger a transmission by SU 2
or SU 4, which leads to channel conflict with source node SU 3. Therefore, the
best response for SU 1 and SU 5 is to relay to SU 6 and SU 10, respectively.
Figure 5.4 shows that with the proposed learning scheme, SU 1 and SU 5 are
able to quickly converge to their deterministic equilibrium strategies.
We then consider a more complicated case of 2 flows in a randomly generated 2-channel, 3-cluster CRN as shown in Figure 5.5. In Figure 5.5, SUs 1 and
2 are the sources and SUs 16 and 17 are the corresponding sinks. Figure 5.5
also shows the highest-probability action of each SU when the NE is reached.
The blue lines represent the cases for transmitting over channel 0 with a higher
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Figure 5.4: Strategy evolution: relay selection probability vs. iteration number.
probability. The red lines represent the cases for transmitting over channel 1
with a higher probability. The strategy evolution for the source SUs in Figure 5.5 is shown in Figure 5.6. According to our discussion about channel
contention on (5.2.8)-(5.2.11), any source node selecting SUs 3, 4 or 5 as the
next hop will result in a higher probability of conflict with the other source.
Therefore, SUs 1 and 2 are expected to geographically separate their next hop
as much as possible. As shown in Figure 5.6, with the learning scheme given
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Figure 5.6: Strategy evolution: channel-relay selection probability vs. iteration
number.
by (5.3.33)-(5.3.36), source SUs 1 and 2 successfully separate the two flows by
choosing SUs 6 and 7 with the highest probabilities. The strategies of relaying
through SUs 3, 4 and 5 finally converge to 0. A mixed-strategy NE is reached
when SUs 1 and 2 selecting the two channels with almost equal probabilities
for their transmission.
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Figure 5.7: Average path delay vs. number of flows for different algorithms.
In Figure 5.7, we compare the performance of the algorithms given by
(5.3.23)-(5.3.25) and (5.3.33)-(5.3.36) with that of a reference algorithm based
on Opportunistic Cognitive Routing (OCR) with Cognitive Transport Throughput (CTT) as the link performance metric [77]. The original OCR-CTT algorithm was designed as a heuristic joint channel-relay searching method for
efficient single-flow routing in CRNs. To address the bottleneck effect with
multiple flows, we modify the original OCR-CTT algorithm by introducing a
centralized, greedy channel assignment mechanism. The simulation is set in a
250m×250m area with 100 relays randomly deployed in a 2-channel, 3-cluster
CRN. The coverage radius of each SU is set to 35m. As shown in Figure 5.7,
the proposed algorithms (SFP and Approximated SFP) with mixed-strategies
have slightly larger delay than that of the deterministic OCR-CTT algorithms
when the number of flows is small and the active SUs are sparse in the network. However, as the network becomes more congested with a larger number
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of flows, the proposed algorithms are able to better avoid channel conflicts and
reduce the averge path delay by 30% compared with the coordinated OCRCTT algorithm.
In Figure 5.8, we evaluate the performance of the proposed strategy learning algorithm when malicious SUs exist. The simulation is conducted in the
same randomly generated network that corresponds to the simulation results
shown in Figure 5.7. We investigate the “aggressiveness” of an attacker by
varying the scale of information distortion by the malicious SUs based on the
real value of the sub-path utility. There are 4 flows in the CRN and for each
source node there is one malicious SU randomly placed in its one-hop neighborhood. Comparing the average path delay at 4 flows in Figure 5.7 with
the average path delay at scale 1 in Figure 5.8, we note that the routing performance is not affected by the presence of attackers when malicious SUs do
not adopt SH schemes. Intuitively, this is because with the proposed learning mechanisms, an SU is able to switch to alternative normal relays when
performance deterioration from the attackers is detected and the network is
not congested. However, when truth-telling enforcement is not enabled, the
malicious SUs are able to quickly attract the nearby flows by exaggerating
their reported sub-path utility (see Figure 5.8a). Consequently, a steep increase in average path delay can be observed in Figure 5.8b. In contrast, when
truth-telling enforcement is enabled, the multi-flow routing performance remains at the same level as in the case of no attackers. As can be observed
in (5.3.41), given sufficient time for delay-evaluation based on the proposed
feedback mechanism, the exponential operator in (5.3.41) is able to reduce the
weight of non-optimal relays in (5.3.43) to near-zero. Therefore, as long as
the network is not congested, the source node can only get connected to the
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Figure 5.8: (a) Frequency of connections to malicious nodes vs. scale for
utility. (b) Average path delay vs. scale of exaggerated utility by malicious
nodes.
malicious nodes if the routing performance through the malicious nodes is no
worse than the performance through any other neighbor nodes.
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5.5

Chapter Summary

In this chapter, we have presented a stochastic-learning-based spectrum-aware
relay-selection scheme for the multi-channel, multi-hop cognitive radio network
(CRN), which is robust against the combined Routing-toward-Primary-User
(RPU) and Sink-Hole (SH) attack. By formulating the distributed routing
process as a stochastic game and showing that it can be decomposed into a
group of single-state repeated games, we have introduced the SFP-based relay
selection algorithms with limited information back propagation. To defend the
SH attack, we have also introduced a Multi-Arm Bandit (MAB) based truthtelling enforcement procedure for normal SUs to evaluate the trustworthiness
of their candidate relays. We have demonstrated in our simulation that the
proposed routing algorithm is able to reduce the average network delay by at
most 50% compared to conventional single-flow routing. The proposed truthtelling evaluation mechanism guarantees that the proposed routing algorithm
is not affected by the combined attacks.
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Chapter 6
Summary and Future Work
6.1

Summary

This dissertation studies self-organized learning mechanisms for cross-layer
resource allocation in cognitive wireless networks. Based on the analysis of
dynamic-system optimization and multi-player non-cooperative games, we propose a series of novel strategy-learning solutions for resource allocation problems in wireless video streaming, energy-efficient power allocation and robust
spectrum-aware routing. In our study, we emphasize the functionality of autonomous learning and self-organization in cognitive wireless networks. In
contrast to other conventional wireless networks, a cognitive wireless network
is expected to be able to make decisions even in the presence of a lack of knowledge about the network model or a lack of information about other devices’
strategies. Consequently, we propose a model-free strategy learning framework
for the wireless devices to derive their optimal/best-response strategies in the
scenarios of black-box network control.
For the problem of real-time video streaming between a single pair of
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transmitter and receiver, we propose a two-objective dynamic control model
that consider both the end-to-end distortion and the constraint on allowable
transmission time. By considering the stochastic error propagation, which is
jointly determined by the codec-related data-dependent structure and by the
channel dynamics, we introduce the IR-HARQ scheme for unequal error protection during video streaming. By jointly modeling the video coding control
and the channel coding control processes with unknown channel dynamics as a
constrained Markov decision problem, we are able to employ R-learning based
strategy learning to derive an optimal transmission control strategy for the
transmitter-receiver pair.
For the problem of energy-efficient power allocation in a two-tier heterogeneous network, we model the interactions between the macrocell users and the
femtocell users as a hierarchical game by introducing an interference-pricing
mechanism for the macrocell user. We provide theoretic analysis for both the
case of continuous power space and the case of discrete power space for the
femtocell users and propose two strategy-learning algorithms for the continuous game and the discrete game, respectively. Especially for the discrete
power allocation game, we propose a stochastic learning-based algorithm that
enables the femtocell users to distributively learn their sub-game Nash equilibrium strategies without the need to know the strategies or payoffs of other
femtocell users. Such a learning scheme is proved to be able to almost surely
converge to the Nash equilibrium with any arbitrary initial transmit power for
the femtocell users.
Next, we study a joint power, channel and base station selection problem
in a self-sustainable network powered by a microgrid with renewable energy
generators. With the electric power supply subsystem imposing a constraint
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on energy consumption according to the current energy state and estimated
future power demand, we also model the joint resource allocation problem as
a hierarchical game. Instead of modeling the follower subgame as an N -player
noncooperative game, we propose a combinatorial auction mechanism for the
mobile stations in the network to autonomously compete for the subcarrier
sets offered by the base stations through iterative strategy learning. Our simulations results show that with the mechanism of power pricing, the proposed
learning algorithm is able to improve the operation time of the network based
only on renewable energy by more than 30%.
For the multi-hop multi-channel cognitive radio network, we investigate
the problem of multi-flow spectrum-aware routing under unknown primaryuser channel dynamics. Due to the distributive nature of the multi-hop cognitive radio network, routing protocols are especially vulnerable to insider
attackers that distort information that they report to other nodes to establish
paths. In our study, we model the interactions among SUs as a stochastic game, whose dynamics is also determined by the underlying stochastic
primary-user channel evolution. Based on the Nash equilibrium analysis for
the stochastic game and the corresponding stage repeated games, we propose
a decomposition-based, stochastic learning mechanism for each node in the
network to learn their best-response strategies with limited requirement of
information sharing. To further improve the robustness of the routing mechanism against information distortion due to sink-hole attacks, we propose a
feedback-based truth-telling enforcing scheme based on multi-arm bandits. In
comparison with the existing spectrum-aware routing mechanisms for cognitive radio networks, our simulation results show that the proposed algorithm is
able to reduce the network delay by 30% and is able to avoid the performance
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deterioration due to insider attacks.

6.2

Future Work

Our current research has covered resource allocation problems in small-cell networks, OFDMA networks and multi-hop cognitive radio networks. It is worth
noting that the formulation of cross-layer resource allocation problems may
vary with a great degree, depending on the scenarios and the protocol layers
that are considered. As a result, under the framework of model-free strategylearning, it is still necessary to carefully design the learning algorithm for each
specific problem and investigate their convergence property and efficiency in
terms of overhead, performance, etc.
Generally, the goal of a perfect self-organized learning mechanism for
multi-agent decision making processes is to achieve self-play (autonomy), stability and optimality at the same time. However, it has been well-recognized
that for multi-agent learning (more frequently in a stochastic scenario), improving system performance typically incurs more signaling and coordination,
thus undermining the self-play structure. Especially, when learning is implemented under the framework of games, achieving any two goals of self-play,
stability and network optimality is usually at the cost of undermining the
third goal. In recent years, the relation between these three goals in multiagent learning has been discussed in many works. However, to our best knowledge most of the discussion only remain at a high-level theoretical perspective [99–101].
One important issue to be addressed in our current work is the convergence
rate of learning algorithms. Although analytical results for the convergence

128

rate of learning algorithms are highly desired, most of the existing studies are
only able to show empirical results for the learning convergence rate through
numerical simulations. The reason for this is partly due to the asymptotic
convergence condition (such as shown by our studies in Chapters 3 and 5),
which requires for most of the existing learning algorithms that the states and
actions are visited infinitely to ensure the convergence. With such limitation,
one known approach to analyze the convergence speed of a learning scheme
is to view the learning process itself as a discrete time Markov chain. In this
approach, it is possible to apply the standard Markov chain analysis and obtain
the expected time (number of iterations) to learn before reaching the chain’s
absorbing state (e.g., the equilibrium point of a repeated game). However, such
an approach could be computationally intractable when the system/learning
scheme is too complicated, and it is yet to be found applicable to more complex
learning schemes such as those in general-case stochastic games.
Another possible future work is to investigate the possibility of utilizing
the experience acquired through strategy learning in history to new scenarios
or new devices to accelerate the speed of convergence reaching. Although
the experience-sharing framework has been discussed by recent work such as
docitive networks [41, 102] based on the parallel and homogeneous learning
processes, sharing the strategy experiences between heterogeneous learning
processes generally remains an open issue. A natural consideration is to adopt
the Transfer-Learning (TL) paradigm [103], which is design for transferring
knowledge (i.e., experience) from a well-established learning processes (known
as the source task) to a newly established learning process (known as the target
task) working under a different situation. To our best knowledge, few studies
in wireless networks are found discussing such topics. However, discussions
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on cross-game learning or cross-mechanism learning have already begun in
the area of economic games [104] and automatic control [105]. Although a
detailed discussion on these topics is beyond the scope of this dissertation,
we believe that addressing these issues will bring great improvement to the
existing learning mechanisms for cognitive wireless networks.
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